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Figure 3-3
Basis for TMN systems
management Services.

TMN Management Services
(M.3200)

TMN Management Functions
(M.3400)

OSI Systems Management Functions
(ISO 10164 Series/Equivalent X Series
Recommendations)

Customer administration: Concerned with fulfilling customer require-
ments and interfacing with customers on the telephone services
offered. Customer administration needs to transmit these telephone
service—related data, such as the services and features, to the network
administration to satisfy customer requirements. This MS includes
service provisioning management, configuration administration, fault
administration, charging administration, complaints administration,
quality of service administration, and traffic measurement adminis-
tration. Some of the customer administration functions are service
activation, customer request to make changes to the services, customer
request for information about the status of services and network
resources, and reporting of customer trouble to the trouble ticket
mechanism.

Network provisioning management: Encompasses the functions of
management of processes for providing new and traditional services
to customers in a very efficient and proactive manner. To provide new
resources or features, an expansion of the existing resource capacity
may be required.

Work force management: Responsible for the deployment of appropri-
ate field staff to perform maintenance, repair, and installation. This
MS may also involve deployment of field staff in customer premises.

Tariff charging, and accounting administration: Involves the whole
gamut of billing and accounting management of customers. Some of
the functions include billing the customers at regular intervals; taking
action on unpaid bills; and resolving customer complaints on billing,
including errors, changes in tariffs based on customer choices, detec-
tion of fraud using traffic analysis, and so on. For new customers,
billing and pricing processes have to be set up. Tariff, charging, and
account administration also require usage measurement and testing.
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Billing starts with service activation and necessary paperwork that has
to be generated with the service activation.

Quality of service and network performance administration: Customers
need consistent telecommunications services with good transmission
quality and assured performance. The QOS and network perfor-
mance administration includes root cause elimination by investiga-
tion, interviewing, analysis, and testing. Some functions of this MS
are traffic quality assurance; performance quality assurance; and reli-
ability, availability, and survivability (RAS) quality assurance. Informa-
tion from NEs on fault localization, network fault localization, and
service outage reports provide input for RAS quality assurance.

Traffic measurement and analysis administration: Sometimes, traffic load
on a network may be larger or smaller than planned. Also, adding
new services can change the traffic pattern. In such scenarios, a traffic
administration process is required to resolve the congestion or under-
utilization problems. Traffic administration also includes a traffic
measurement process.

Traffic management: Kicked off to solve current traffic problems as a
result of failures and outages of telecommunications resources, abnor-
mal increases in traffic load, and so on. For traffic management, per-
formance monitoring and performance management functions are
required.

Routing and digit analysis administration: Required for verifying rout-
ing information in an exchange, changing routing information in
tables, and switching routing tables on a time schedule.

Maintenance management: 'When a failure or a problem is detected in
any resource in a network, a trouble ticket is opened. The failure/
problem rectification is tracked with the trouble ticket opened as a
reference. Here, mean time between failures is also helpful. Mainte-
nance management includes proactive maintenance, network detected
trouble, fault localization, and fault correction.

Security administration: Concerned with the security of switches, cus-
tomers, and billing and accounting information. It also deals with
establishing and changing customer privileges, detection of security
violations, and taking steps to prevent security violations.

Logistics management: Required for offering telecommunications ser-
vices to customers and for achieving improvements in the availability
of equipment in a telecommunications network. Materials manage-
ment is responsible for procuring items and making them available to
the transmission equipment and other equipment in the telecommu-
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Figure 3-4
Mapping of SMFAs
and TMN manage-
ment function set
groups.

nications network in a timely manner. Logistics management enables
timely deployment of resources to meet customer and internal
demands, keeping the cost factor in focus.

3.21 Mapping of SMFAs and TMN
Management Function Set Groups

As we have seen in Chapter 1, SMFA is an OSI systems management term.
The same term is also popular in TMN Figure 3-4 shows the mapping of
SMFAs to different TMN Management Function Set Groups. We discuss
each of the TMN management function set groups in detail in the fol-
lowing sections.

Network Planning and Engineering
Configuration Installation

Management Status and Control

Service Planning and Negotiation
Provisioning

Y
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RAS Quality Assurance
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Fault —_ Fault Correction
Management Testing

Trouble Administration
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3.3 TMN Management Function
Sets and Management Functions

In this section we examine how TMN management functions are rele-
vant to network management. TMIN management functions are defined
in ITU-T Recommendation M.3400, TMN Management Functions. The
material included here is patterned on the lines of M.3400. For details on
each of the individual function sets, refer to M.3400, which has detailed
descriptions.

3.4 Performance Management

One of the primary performance management functions is to collect
performance-related data on the telecommunications networks and equip-
ment. Once these data are collected from the resources in a manager or OS
from network clements, the data have to be analyzed. The performance
data—including the reports on the data, especially the bottlenecks—have
to be identified and the problems have to be corrected. Performance man-
agement also includes traffic management. ITU-T Recommendation Q823
(Reference 3.6) defines many managed object classes. These should be uti-
lized in the design of the traffic management application.

Performance management also involves collecting QOS-related data
and improving the QOS. In addition, performance management includes
the performance-related issues of NEs. Note that in the explanations given
here, NEs refers to one or more NEs.

QOS is measured by characteristics such as the rate of information
transfer; the probability of system failure, storage failure, and communi-
cation disruption; and the latency. QOS is measurable at the service access
point and is quantified in terms of user-perceivable effects.

QOS is an important factor in the TMN QOS is applicable to the fol-
lowing parameters:

Customer connection establishment

Customer connection retention

Customer connection quality

Billing integrity

Keeping and examining logs of system state histories
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Cooperation with fault management to establish source of failure of a
resource

Cooperation with configuration management to change routing and
load control parameters

Performing tests to monitor QOS parameters

However, many issues are involved in the collection of performance
data. As an example if the performance data is collected in short intervals,
then the network traffic will increase impacting network performance.
On the other hand, if too few data are collected, then usability of those
data will be severely affected. Therefore care must be taken to use the
right kind of schedule to collect the performance-related data.

There are four function set groups in performance management.
These are discussed in the following text.

3.41 Performance Quality Assurance

The function of performance quality assurance is to establish processes to
meet the customer’s needs with respect to the performance management.
Performance quality assurance has the following function sets:

QOS performance goal setting

QOS performance assessment

Network performance goal setting

Network performance assessment

Subscriber service quality criteria

NE performance assessment

Data integrity check

3.4.2 Performance Monitoring

The function of performance monitoring (PM) is to continuously collect
performance-related data on system, network, or service activities. PM is
slightly different from alarm surveillance. Alarm surveillance is related to
acute fault conditions, whereas performance monitoring is related to the
very low-rate or intermittent error conditions not detected by alarm sur-
veillance. PM includes the following function sets:
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Performance monitoring policy
Network performance monitoring event correlation and filtering

Data aggregation and trending

Circuit-specific data collection
# Traffic status
Traffic performance monitoring

NE threshold crossing alert processing

NE trend analysis
Performance monitoring data accumulation

Detection, counting, storage, and reporting

3.4.3 Performance Management Control

Performance management control is responsible for controlling the per-
formance of a telecommunications network. Network traffic management
includes traffic control, which affects routing of traffic and processing of
calls. Transport performance includes functions such as setting thresholds
and collecting performance data. Performance management control
includes the following function sets:

Network traffic management policy
Traffic control
Traffic administration

Performance administration

# Execution of traffic control
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Audit reporting

3.4.4 Performance Analysis
Performance analysis is involved in the analysis of performance data of an
entity. It supports the following function sets:

Recommendations for performance improvements

Exception threshold policy

Traffic forecasting

Customer service performance summary

www.pcltools.com

Wo9"S[001[0d" MMM



www.pcltools.com

Chapter 3: TMN Management Services and TMIN Functions 57

Customer traffic performance summary
Traffic exception analysis
Traffic capacity analysis

Network performance characterization
# NE performance characterization

NE traffic exception analysis

NE traffic capacity analysis

3.5 Fault Management

Fault management is responsible for detecting and isolating abnormal
conditions that affect the operation of a telecommunications network
and its environment. Fault management also includes quality assurance
measurement for RAS. Effective fault management may require errors to
be logged in a database. The fault management functional area covers the
fault management function set groups presented in the next sections.

3.5.1 RAS Quality Assurance

RAS quality assurance establishes guidelines for reliability of other fault
management—related functions and the design of redundant equipment.
RAS quality assurance includes the following function sets:

Network RAS goal setting

Service availability goal setting
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RAS assessment

Service outage reporting

Network outage reporting

NE outage reporting

3.5.2 Alarm Surveillance

Alarm surveillance provides the capability for real-time monitoring and

interrogation of NE failures. When there is a failure in an NE, it reports
the failure, sometimes along with the nature and severity of the fault. If
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there is intelligence in an NE, it will send notifications to the manager or
OS with the details of failure. In simple cases, the NE may just indicate
that a failure has occurred. These details of the failure may be reported
at the time of its occurrence or logged for future use. An alarm, because
of a failure, may lead to some other management actions within an NE.

At this juncture it is appropriate to look into the distinctions between
an alarm and an event. An alarm is a notification for a specific event indi-
cating a problem condition. An alarm may or may not represent an error.
An event is an instantaneous occurrence that changes at least one of the
attributes representing the global status of an object. This status change
may be persistent or temporary, and it may be monitored by alarm sur-
veillance or performance measurement functionality. Events may or may
not generate reports, and may be spontaneous or planned.

For alarm surveillance, an NE must permit monitoring of the alarm
in real time or in a scheduled manner, and the NE must be enabled to
query on the alarm conditions and allow logging and retrieval of the
historical alarm information. There is a separate ITU-T recommendation
for alarm surveillance (Reference 3.5) that should also be used while
designing alarm surveillance. Alarm surveillance includes the following
function sets:

Alarm policy

Network fault event analysis, including correlation and filtering

Alarm status modification
Alarm reporting
Alarm summary

Alarm event criteria

Alarm indication management

Log control

Alarm correlation and filtering

Failure event detection and reporting

3.5.3 Fault Localization

When a fault occurs, it is necessary to identify its location. This may
require tests to pinpoint the problem and its cause. This functionality is
the domain of the fault localization function. Fault localization has the
following function sets:
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Fault localization policy

Verification of parameters and connectivity
Network fault localization

NEs fault localization

# Running of diagnostics

3.5.4 Fault Correction

Fault correction is responsible for repairing or replacing the faulty equip-
ment or using redundant equipment to replace the faulty equipment
after a fault has been detected. This area has plenty of scope for automa-
tion, thereby improving productivity for telecommunications service
providers and bettering the customer satisfaction. Fault correction has
the following function sets:

Management of repair processes
Arrangements for repairs with customer

Scheduling and dispatching administration of repair forces
NE fault correction
Automatic restoration

3.5.5 Testing

Testing of equipment to check its characteristics or analysis of circuits is
done routinely. The management application is responsible for receiving
requests from an NE to conduct tests and reporting the results of the
tests. The tests and the processing of test results are done in the NE
These test results may be sent to management applications immediately
or on a delayed basis. In another method of testing, the management
application requests access for testing an NE. The main testing and pro-
cessing is done by the management application. Testing includes the fol-
lowing function sets:

Test point policy
Service test

Circuit selection, test correlation, and fault location

Selection of test suite

# Test access network control and recovery
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Test access configuration
Test circuit configuration
NE test control function

Results and status reporting
Test access path management
Test access

3.5.6 Trouble Administration

Trouble administration is related to the administrative aspects of trouble
reports generated by trouble tickets. Trouble reports are generated due to
problems reported by customers or due to proactive equipment failure
detection checks. Trouble administration has the following function sets:

Trouble report policy

Trouble reporting

Trouble report status change notification

Trouble information query

Trouble ticket creation notification

Trouble ticket administration

3.6 Configuration Management

The scope of configuration management covers areas such as collecting
data from NEs, providing data to NEs, and exercising control over data
collection from NEs.

3.6.1 Network Planning and Engineering

The network planning and engineering function is devoted to determin-
ing the needs for growth in capacity and the introduction of new tech-
nologies. It also involves evaluating alternate plans, and the output of this
function becomes input to provisioning to implement the plan for intro-
ducing new technology and services. Network planning and engineering
includes the following function sets:
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Product line budget
Supplier and technology policy
Area boundary definition

Infrastructure planning

# Management of planning and engineering process
Demand forecasting

Network infrastructure design

Access infrastructure design
Facility infrastructure design
Routing design

NE design

3.6.2 Installation

The installation function set group is responsible for installing the tele-
communications network, equipment, and NEs. Installation may also
involve extending or shrinking the telecommunications network; install-
ing hardware and software and initial data loading; and testing that a piece
of equipment works in a desired fashion and meets the requirements.
Installation includes the following function sets:

Procurement

Management of installation
Contracting

Wo9"S[001[0d" MMM

Real estate management

Arrangement of installation with customer

Network installation administration

Materials management

Scheduling and dispatch administration of installation

Installation completion report
Software administration
NE installation administration

Loading software into NEs
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3.6.3 Service Planning and Negotiation

Service planning and negotiation is concerned with new services, upgrad-
ing of services and features, and disconnecting services. Service planning
and negotiation has the following function sets:

Service planning

# Service feature definition
Marketing

Management of sales process
External relations

Customer identification
Customer need identification

Customer service planning
#@ Customer service features

Solution proposal

3.6.4 Provisioning

Provisioning involves the procedures required to bring equipment into
service. It does not include installation. Provisioning may also control the
state of a unit—such as in service, out of service, on standby, reserved—
and other important parameters. We also briefly covered the topic of pro-
visioning in Chapter 2, Section 24. Provisioning includes the following
function sets:
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Provisioning policy
Materials management policy

Access route determination

# Directory address determination

Leased circuit route determination
Request for service

Service status administration

Network resource selection and assignment
Interexchange circuit design

Access circuit design
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Leased circuit design
Facility design
Management of pending network changes

Network connection management
# Circuit inventory notification
Circuit inventory query

NE configuration

NE administration

NE database management

Assignable inventory management

NE resource selection and assignment

# INE path design

Loading program for service features

NE inventory notification

NE inventory query

Management of pending changes in INEs
Storage of parameters and cross-connects

Storage and execution of service
# Self-inventory

3.6.5 Status and Control

Status and control has the responsibility of monitoring and controlling the
activities of NEs, checking and changing the service status of an NE and
initiating diagnostic tests within the INE Status and control can also be part
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of routine maintenance. Status and control has the following function sets:

Priority service policy

Priority service restoration

Message handling systems network status
# Leased circuit network status

# Transport network status

NE status and control

Access to state information
Notification of state changes by NEs
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3.7 Accounting Management

Accounting management is devoted to the measurement of costs to the
network service provider and charges to customers for the usage of net-
work services and features. The description of the function set groups in
accounting management is furnished in the following sections.

3.7.1 Usage Measurement

The data for charging customers is collected from NEs and stored in an
OS. Data collection for charging and processing of data has to be reliable
and, sometimes, has to be done in real time. There is also a need to keep
records of billing to resolve discrepancies that may arise later. Usage mea-
surement includes the following function sets:

Planning of the usage measurement process
Management of the usage measurement process
Usage aggregation

Service usage correlation

Service usage validation

Usage distribution

Usage surveillance

Usage error correction

# Usage testing

Measurement rule identification

Network usage correlation
Short-term usage storage
Long-term usage storage
Usage accumulation

Usage validation
Administration of usage data collection

Usage generation
3.7.2 Tariffing/Pricing
A tariff is a set of data used to determine the charges for services used. A

tariff may depend on the service origination and destination, tariff
period, and day of call. A tariff has the following function sets:
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Pricing strategy
Tariff and price administration
Costing

Settlements policy
# Feature pricing
Provision of access to tariff/price information

Rating usage

Totaling usage charges

3.7.3 Collections and Finance

The collections and finance TMN functional set group includes admin-
istration of customer accounts, informing customers on payment dates,
payment amount, and collection of payments. This function set group
includes the following function sets:

Planning of the billing process

Management of the billing process
General accounting operations

# General ledger

Accounts receivable

Accounts payable

Payroll

Benefits administration
Pension administration
Taxation

Human resources

Invoice assembly

Sending invoices
Customer tax administration

In-call service request

Storage of invoice
Receipt of payment
Inquiry response
Collections
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Customer account administration

Customer profile administration

3.7.4 Enterprise Control

Enterprise control is responsible for the proper financial management of
an enterprise. It also includes identifying and ensuring financial account-
ability of officers and the flow of funds between the enterprise and its
owners and creditors. Enterprise control includes checks and balances
needed for a smooth financial operation of an enterprise. Enterprise con-
trol has the following function sets:

Budgeting
Auditing
# Cash management
Raising equity
Cost reduction

Profitability analysis
Financial reporting

Insurance analysis

Investments
Asset management

Tracking of liabilities

3.8 Security Management

Security management is concerned with security in communication
between systems, between customers and systems, and between internal
users and systems. Security services include authentication, access control,
data confidentiality, data integrity, and nonrepudiation. These security
services are defined in ITU-T Recommendation X.800 (Reference 3.8).
Security services are also required for event detection, security audit trail
management, and security recovery. Security violations such as access by
unauthorized users and tampering with important data are reported to
appropriate security violation tracking layers.
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3.8.1 Prevention

The prevention function set group is related to activities such as preven-
tion of intrusion by unauthorized users. Prevention also includes access
control and has the following function sets:

Legal review

# Physical access security
Guarding

Personnel risk analysis

Security screening

3.8.2 Detection

Detection is both a proactive and an after-the-fact function. It is respon-
sible for guarding against possible intrusion by keeping track of unusual
activities, and has to take into account both detecting and tracking intru-
sions. Detection has the following function sets:

Investigation of changes in revenue patterns

Support element protection
Customer security alarm
Customer profiling

Customer usage pattern analysis
Investigation of theft of service

Internal traffic and activity pattern analysis
Network security alarm

Software intrusion audit
Support element security alarm reporting

3.8.3 Containment and Recovery
Containment and recovery has to do with prevention of intrusion, repair

of damage, and recovery after intrusion and security violations have
occurred. Containment and recovery has the following function sets:
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Protected storage of business data
Exception report action
Theft service action

Legal action

# Apprehending

Service intrusion recovery
Administration of customer revocation
Protected storage of customer data
Severing external connections

Network intrusion recovery

Administration of network revocation list
# Protected storage of network configuration data
Severing internal connections

NE intrusion recovery

Administration of NE revocation list

Protected storage of NE configuration data

3.8.4 Security Administration

Security administration has to do with managing, planning, and admin-
istrating security-related policies and security related data. Security
administration has the following function sets:

Security policy

Disaster recovery planning

Management guards

Audit trail analysis

Security alarm analysis

Assessment of corporate data integrity
# Administration of external authentication

Administration of external access control

Administration of external certification

Administration of external encryption and keys
Administration of external security protocols
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Customer audit trail
Customer security alarm management

Testing of audit trail mechanism

Administration of internal authentication
# Administration of internal access control
Administration of internal certification
Administration of internal encryption

Network audit trail management
Network security alarm management
NE audit trail management

NE security alarm management
# Administration of key for NEs
Administration of key by an NE

3.9 Implementation Notes

Development of network management solutions can be broadly divided

into the following categories:

Providing network management basic infrastructure such as imple-
menting manager and agents.

# Providing network management application solutions. Note that in

M.3020 (Reference 3.3), management application is also known as man-
agement services. As an example, we want to add new network manage-

ment functionality such as trouble ticket application and integrate
with help desk features. In this case there are two scenarios. In one

scenario, we will buy the software packages available for trouble ticket

and help desk features. After buying these packages, we integrate the
software packages and tailor them to meet the specific requirements

of an organization. In the other case, we develop all the software pack-

ages in house and do the integration as well.

Providing enhancements to the existing network management appli-

cation functions. In this case, we are already using a network manage-

ment application, but we are extending the functionality of the
application by adding new features. As an example we have the trou-
ble ticket and help desk features. Now, we want to add some automa-
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tion features to the trouble ticket and help desk features, such as auto-
matic paging of the appropriate repair technician and sending an
e-mail with all the details of a given problem so the technician can
attend to and rectify the problem.

In all cases, the first activity involved in development is to gather the
user needs. From the user needs, detailed requirements are prepared. The
more detailed and stable the requirements are, the fewer problems will be
encountered in the design and development stages. In most of the TMIN
implementations, TMN solutions are staged into different phases/releases
for convenience and easy development. Therefore the requirements should
be broken down into different stages.

From the list of requirements follow design, development, and testing.
Testing includes system test, conformance tests, and acceptance tests. This
is the basic flow of activities for developing network management solu-
tions. Note that this development scenario is almost similar to normal
development activities encountered in any software development. How-
ever, in telecommunications, due to regulatory environments, the quality
requirements are stringent.

Now we examine the specific development cycle and activities involved
in providing network management solutions. First, identify and prepare
the list of telecommunications resources to be managed. Also, identify
the management information needed and the operations to be per-
formed on the telecommunications resources. From this, prepare a list of
requirements on how these resources are to be managed.

From the list of requirements, prepare the list of TMN management
services and management functions. We have already examined what the
management services and management functions mean. After this step
develop a management information model—this process is also known as
object modeling The management information model is a means to specify
interfaces between resources and managing systems. This is known as the
top-down approach. This approach is time consuming, but it permits refine-
ment of object classes in an iterative manner.

In another approach, known as the bottom-up approach, managed object
classes are modeled from the resources. This approach saves time, but it
has the limitation of creating complex managed object classes and not
permitting easy refinement of managed object classes. GSM 12.00 (Refer-
ence 3.8) suggests a pragmatic approach, which is a combination of the
top-down and bottom-up approaches. We have deliberately introduced
the pragmatic approach here as it is an interesting alternative to the top-
down and bottom-up approaches. For more details on the pragmatic
approach, refer to Reference 3.8.
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One of the principal activities of information modeling is the devel-
opment of managed object classes with associated attributes, actions,
behaviors, and notifications. The information model also contains rela-
tionships between managed object classes. Entity relationship (E-R) dia-
grams represent the relationship between managed object classes. The
managed object classes represent the management aspects of the telecom-
munications resources. The telecommunications resources to be managed
usually reside in managed systems.

The information model defines the interface between resources and
the managing system and also the messages exchanged between resources
and managed systems. CMIP or SNMP protocols can be used to exchange
management information. We have specifically used the term exchange to
convey that the management information flow can be from a managed
system to a resource and also from a resource to a managed system.

From the management information model, it is clear when and how a
resource has to report or reply to the managing system. And from the
managing system’s point of view, it is clear how the managing system will
receive notifications and how it will process management operations
such as CMIS M-SET, M-GET, and others. How the managing system ana-
lyzes the received information and reacts to the management operations
is not included in the standardization process.

While designing object classes, there are many options. One of the
options is to use the standard managed object classes defined in ANSI
standards, GSM standards, ITU-T recommendations such as M.3100, and
X721 standards. In addition, there are many standard documents related
to specific activities. These standard documents also define managed
object classes. As an example, X.740 defines the managed object class secu-
rityAuditTrialRecord. Thus this managed object class can be used with-
out changes if there is a need to record security-related activities.

Sometimes, these managed object classes do not satisfy the specific
requirements. In such cases, one has to define one’s own object classes. If
one goes for proprietary definition of managed object classes, one has to
define the inheritance hierarchy and the containment hierarchy as well.
The definition of managed object classes is done using ASN1 and GDMO
definitions. In the case of TMN solutions using Internet network man-
agement, SMI for Internet has to be used for defining managed object
classes.

The management information schema is derived from information
model. It represents the view of the information model presented by a
managed system to a2 managing system. The management information
schema contains all managed object classes that are visible to a managing
system, the naming hierarchy between managed object classes in the man-

www.pcltools.com

Wo9"S[001[0d" MMM



www.pcltools.com

72

Figure 3-5
Instantiating object
classes—separate BER
and loopback tests.
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aged system, and all possible cases of information exchanged between a
managed system and managing system.

A strategy to instantiate object classes is required. Note that in the fol-
lowing discussions on object instances, the way managed object classes
are defined largely influences how object instances can be created. Let us
take some examples of how to instantiate object instances. For bit error
rate (BER) testing to be performed on a resource, one instance of the BER
test object class is required in each NE and the operations system (OS).
That means an OS will have as many instances of the BER object classes
as there are NEs. As an examplg if three NEs are to be subjected to BER
testing, the OS will have three instances of the BER test object class (Fig-
ure 3-5). With this arrangement, all NEs can be subjected simultanecously
to BER testing.

The design of the BER test object class may be changed such that we
have only one object instance of the BER test object class in the OS and
each NE has one object instance of each BER test object class. In this case
it is possible to perform BER testing on only one INE at a time.

NE1

0S§1

BERT] NE2

LPT1 BERT2

LPT2

BERT3 NE3

LPT3 \
\

T

www.pcltools.com

Wo9"S[001[0d" MMM



www.pcltools.com

Chapter 3: TMN Management Services and TMIN Functions 73

However, if another test such as a loopback test is also to be performed
on the resource, then we need another set of loopback test object
instances in the NE and the OS (Figure 3-5).

We have to be careful while creating object instances. If too many are
created, it may cause a performance bottleneck. To reduce the number of
object instances, we can create a single managed object class for BER test
and loopback test (Figure 3-6). In this case we need only one set of object
instances each in an OS and an NE However, this design imposes a restric-
tion that a BER test and a loopback test cannot be performed at the same
time. Besides, if a managed object class is complex and performs a large
number of activities, design and implementation of the managed object
class can present difficulties. In such cases, a trade-off is required.

Along with the design of the information schema, we have to deter-
mine the communication requirements, such as the type of transactions,
file transfer, file access, and so on. Also there can be requirements of
throughput, reliability, restrictions on naming, and transit delay. The type
of communication stack required should also be determined at this stage.

NE1

Figure 3-6
Instantiating object
classes—combined
BER and loopback
tests.
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As an example sometimes it may not be necessary to have a full OSI
seven-layer stack. Instead of the OSI seven-layer stack, a partial OSI stack
with fewer than seven layers may be enough to meet the needs of the
management applications.

Let us take the case of developing a performance management applica-
tion. As an example for performance management, it is necessary to take
into consideration ITU-T Recommendation M.3400, Workload Monitor-
ing Function, X739 (ISO 10164-11), Summarization Function, X738 (ISO
10164-13), and Q822, Description for the Q3 Interface—Performance
Management (Reference 34). The managed object classes required for the
performance management must be a collection of managed object classes
defined in the standards.

The workload monitoring function defines object classes for monitor-
ing performance, such as scanner, monitorMetric, gaugeMonitor, mean-
Monitor, movingAverageMeanMonitor, ewmaMean VarianceMonitor,
and ewmaMeanPercentileMonitor.

Similarly, the managed object classes defined in the summarization
function aid in the preparation of summary reports on one or more
attributes of observed managed objects. The managed object classes
defined in the summarization function document are: simpleScanner,
dynamicScanner, dynamicSimpleScanner, ensembleStatisticScanner, het-
erogencousScanner, bufferedScanner, homogeneousScanner, meanScan-
ner, meanVarianceScanner, minMaxScanner, and percentileScanner. The
managed object classes for the workload monitoring function and the
summarization function are explained in the respective standards or in
Reference 3.9. Therefore they are not explained further.

ITU-T recommendation Q822 also defines managed object classes for
performance management, such as currentData, historyData, and thresh-
oldData. currentData is a subclass of scanner. An instance of currentData
contains the current performance data. An instance of currentData is
contained in the managed object being monitored and has performance
data of the containing managed object. The managed object class histo-
ryData is a subclass of top. The attributes of the historyData managed
object are a copy of the attributes in the currentData object at the end of
a recording interval. As a result, current data becomes history data at the
end of a recording interval. Again, to collect the current data, a new
instance of historyData is created. The thresholdData managed object
class supports the attributes for threshold settings for performance moni-
toring. The thresholdData is a subclass of top.

While developing the performance management application, it is nec-
essary to identify the resources on which performance data must be
collected. Then it is necessary to decide how and in what frequency per-
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formance data have to be collected. Here it is necessary to check whether
object classes that have been defined in the standards can be reused. If
these standards do not satisfy the requirements, then one has to define
one’s own object classes. Reference 3.9 contains more details on how to
develop different SMFAs.

NEs may require one or more OSs. If there are too many NEs to be
managed by a single OS then more than one OS will be required. In this
case we will become involved with distributed network management. We
will look into distributed network management issues in Chapter 11.

In another case, the type of OS required is governed by the manage-
ment functions to be provided. As we have seen in Chapter 2, an OS may
be used to provide element management, network management, service
management, or business management layer functions. As an example, for
service management functions such as billing and customer support, a
service management OS will be required.

Some of the tricky issues in the implementation are how to transfer
data from NEs to an OS. In some cases, such as that of performance data,
a large amount of data is to be handled. Scheduling of these performance
data is also important. For scheduling, we can use one of the scheduling
managed object classes defined in X.746, Scheduling Function. Or, for
simple implementations, NEs may just collect the performance data and
transfer the performance data to the OS using FTAM.

310 Summary

This chapter covers management services and management functions.
There are detailed discussions on the management services and manage-
ment functions. It is necessary to have an explanation and feeling for the
management functions as they form the base for systems management
applications such as configuration management. This chapter ends with
implementation details on how to develop management applications, tak-
ing performance management as an example.
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4.1 Introduction

Let us examine some of the important frequently used basic TMN con-
cepts. As we alluded to in Chapter 1, many OSI systems management con-
cepts, terms, and standards are also used in ITU-T TMN. As a result, we
have the OSI prefix in many places. Some of the terms explained in this
chapter, such as polling and heartbeat, are frequently used in TMN, systems
management, and Internet network management.

This chapter will examine some important systems management con-
cepts, such as management domains, management information hierar-
chies—the registration, inheritance and containment hierarchies—object
naming, scoping and filtering, synchronization, polymorphism, and allo-
morphism. Scoping and filtering will be useful in fault management.
Also, we will discuss the topics of management state and the attributes
used for relationships, which pertain to connecting managed objects.
Management state and relationships between objects are very important
concepts for configuration management. Though we have already identi-
fied fault management and configuration management, these terms will
be used in other systems management functional areas as well. In addi-
tion, some of the terms will be used in discussing topics such as CMIP
and managed object definitions.

We must be very careful in implementing ITU-T-related TMN stan-
dards. The standards documents provide broad guidelines but do not go
into specific implementation details. Alsg, in some cases the definitions
are in place but the details are still being worked out. Modifications may
be made during implementation, and definitions and guidelines may be
expanded to suit individual cases.

Also, in many cases the standard documents are in different stages of
standardization. Standards should not be implemented while still in draft
stage. Implementation has to be done when standards are fairly mature.
Also, sometimes, to account for corrections and additions, amendments
are made after standards are published. Therefore it is advisable to check
whether any amendments to published standards are available during
implementation.

The starting point in TMN and OSI systems management is the OSI
seven-layer architecture. As per OSI seven-layer architecture, the different
layers are the physical, data link, network, transport, session, presentation,
and application layers. The topmost of these seven layers—the application
layer—is important from the TMN and systems management point of
view. TMN and systems management applications reside in the applica-
tion layer.
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Open System A Open System B
Figure 4-1
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4.2 Service Access Point

In data communications and TMN we often hear the term entity: Basi-
cally, an entity is an abstract concept (conceptual idea) An entity is that
which provides services. Examples of services are error recovery, segmen-
tation, and assembly. The entities in the (N) layer provide the services to
the entities in the (N + 1) layer through a point known as the service
access point (SAP). AddrA and AddrB are examples of SAP addresses.

The SAP is an addressing concept. A SAP is identified by a SAP address.
It is a conceptual intersection between two layers. An (N + 1) entity may
concurrently be attached to one or more SAPs attached to the same or dif-
ferent N entities and vice versa. So an entity in (N + 1) layer in open sys-
tem A accesses the entity in the (N) layer using the intersection point
address (AddrA) as shown in Figure 4-1. In a similar manner, an entity in
the (N + 1) layer in open system B accesses the entity in the (N) layer using
the SAP address AddrB.

4.3 Service Provider
and Service User

An OSI service provider represents a collection of entities that provide an
OSI service to an OSI service user. OSI service user refers to a single entity
that makes use of an OSI service through an OSI service primitive as
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Figure 4-2
OSI service provider
and OSl service user.
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shown in Figure 4-2. OSI service can be defined as a capability provided
by the OSI service provider and available for use by the OSI service user
at the boundary demarcating OSI service provider and OSI service user.
OSI service primitive is an abstract concept; it represents an atomic
implementation-dependent interaction between an OSI service provider
and an OSI service user. Either the service provider or service user issues
these service primitives. The service primitive contains information such as
the semantics of the information carried in the service primitive, the con-
straints or conditions that must be met by the service provider or service
usez, and the actions to be performed on receiving the service primitive.

4.4 Service Definition and
Protocol Specification

In ITU-T and ISO systems management documents, terms such as service
definition and protocol specification are frequently used, so it is important to
know what they mean. Some of the commonly used terms are:

Reference model:  The popular OSI seven-layer data communication
architecture, used as the basis for the OSI standardization effort is an
example of a reference model. Reference models provide the basic archi-
tecture for further standardization in an area. The B-ISD or Protocol
Reference Model (Chapter 10) is another example of a reference model

# Service definition: An abstract concept that includes the behavior of a
service provider as seen by a service user. Alternatively, the service def-
inition includes a set of capabilities provided to a service user by a
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service provider. A service definition does not include the internal
behavior of a service provider.

Protocol specification: Furnishes a set of complete rules that govern the
interaction between a service provider and a service user and provides
implementation guidelines. As conformance requirements and testing
relate to the implementation of protocols, they apply to protocol spec-
ification only. Most of the seven OSI layers are covered by service defi-
nition and protocol specification documents.

Concepts such as service provider, service user, service primitive, and
service definition are explained in X.210, Conventions for the Definition
of OSI Services (Reference 4.2).

4.5 Connection and
Connectionless Modes

Some important discussions in TMN and OSI systems management are cen-
tered around connection (or connection-oriented) and connectionless modes of
data communication. The basic difference between these two modes also con-
tributes to differences in the protocols and how data communication is done.

To develop the concepts of connection and connectionless modes of
data communication, let us first examine what a connection is. A coopera-
tive relationship between two entities is known as an association. An identi-
fiable association with an agreed-upon set of rules for data communication
between two or more peer entities is known as a connection. Note that enti-
ties in the same layer are known as peer entities.

The connection mode of data transfer involves three distinct phases: con-
nection establishment, the actual data transfer, and connection release.
This is analogous to a telephone call. As a starting point for talking to
someone we need to form a telephone connection with the person we
want to talk to. Then we talk, and after the conversation we release the con-
nection by placing the receiver back on the hook. Of course one or more
telephone companies do the connection establishment, maintenance, and
release. The connection mode of data transfer is useful when data trans-
mission has to be done over a period of time, as in the case of file trans-
fers, remote connection of a computer terminal to a computer, and so on.

In the connectionless mode of data transfer, no connection is established
before data transfer between a source service access point and one or
more destination service access points. Connectionless data transfer does
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Figure 4-3
Requestor and
responder messages.
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not have a distinguishable lifespan. All the required information, such as
destination address, quality of service selection criteria, option, and so on,
along with the unit of data to be transferred, are delivered to one or more
service access points in a single service access. Notice that in the connec-
tionless mode of data transfer we do not employ the connection estab-
lishment and connection release phases used in connection mode of data
transfer.

The connection mode connectionless mode and OSI seven-layer archi-
tecture are explained in X.200, Basic Reference Model: The Basic Model
(Reference 4.1).

4.6 Service Primitives

Service primitives furnish further details on a state. There are four prim-
itives associated with a connection mode: request, indication, response,
and confirmation. When a request is sent, the sender may wait for a reply.
In this case, the request is known as a confirmed request. In some cases the
sender may not desire a reply to come from the responder. In such a case,
the request is known as an unconfirmed request. A manager and an agent
also use similar requests and responses, namely, request, indication,
response, and confirmation. The behavior of these is shown in Figure 4-3.
The commonly used generic terms requester and responder are used in this
figure.

When a requester sends a message asking for a certain service to be per-
formed by the responder, the requester sends it in the form of a request.
On the responder side, correspondingly, the responder receives a message
asking the responder to perform a service. This becomes an indication on

Requester Responder
A : 4
Request i Confirmation Response | Indication
| \
R Communication | '
Medium
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the side of the responder. When a responder has to send some message, it
sends it in the form of a response. On the receiving side, the requester sees
the message as a confirmation. In the connectionless mode, only request
and indication primitives are used. A requester sends a request primitive
and a responder gets the indication primitive.

In the preceding explanations, the broad term message is used to avoid
confusion that might arise if we referred to this communication with
names such as event report, notification, command, or response. When specific
terminology is required or clear distinctions are necessary, such terms
will be well defined and explained.

Each service will have an identifier for the layer for example, A, which
refers to an application layer; a verb such as ASSOCIATE and a primitive
such as request. An example of a service is thus A-ASSOCIATErequest.
Each service has parameters that convey information including data and
controls.

4.7 Communication Between
Managed Objects and Agents

Exchanges of messages between managers and agents are done by protocol
data units (PDUs). PDUs contain data from the layer above and control
information of a layer. A PDU can take the form of a request or response.
A manager can send a request to an agent, and the agent in turn sends a
response. These requests and responses contain management informa-
tion, which is contained in parameters. However, it is not cast in concrete
that only a manager sends requests and only an agent sends responses. In
some cases, an agent may send unsolicited messages or notifications to the
manager. The manager, in turn, may send responses to the notifications
sent by the agent.

An agent must access managed objects frequently to know what is hap-
pening to them or how they are performing. One way to do this is through
polling, in which the managed object is queried at constant time intervals.
Polling is somewhat like asking the managed objects “How are you doing?”
Sometimes polling is not that simple, however. For performance-oriented
queries, managed objects may be required to send back large amounts of
information. In polling, the time interval is an important factor. If polling
is done too often, there is increased network traffic. On the other hand, if
it is done at infrequent intervals, up-to-date information on the state of the
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managed object may not be received. So the time interval used for polling
is really a design decision that reflects the goals to be achieved.

In TMN however, in case of unusual conditions, notifications are sent
by the objects to an agent. These notifications, in turn, are converted to
event reportsin agents and sent to managers. This is a better way of learn-
ing the state of a managed object than polling. It avoids the unnecessary
network traffic that results from polling. By and large, polling is unpro-
ductive and should be avoided.

Another way to access 2 managed object is to use another intermediary
agent. This agent must be self-contained and is required to have intelli-
gence to issue requests or responses, depending on the conditions ob-
served in a managed object. Alsg specific implementation-dependent
methods can be used to access managed objects.

Sometimes a manager needs to know whether an agent is functional
or “dead” due to some internal problem or a broken communication con-
nection between a manager and an agent. In such a case the manager
uses heartbeats whereby an agent sends a message to the manager at regu-
lar intervals saying “I am alive” Like polling, the heartbeat may also carry
information on the state of an agent.

4.8 Management Domain

Management domain is an important concept that helps in distributing
management functions. By carefully designing management domains, we
are able to conveniently partition systems management into manageable
portions. There may be some gateways, different computer systems
belonging to different vendors, and different kinds of systems, from work-
stations to mainframes. How do we show these on the screen of a work-
station? When we show topology, it must be of some use and make sense.
One intuitive way is to break up the topology into easily manageable
management domains. Imagine the case of a network that spans a large
geographical area, connecting some continents. In this example each
nation could form one management domain.

A collection of managed objects for systems management and TMN
purposes is known as a management domain. The division of manage-
ment domains may be based on geography, functions, or technology,
and it helps in the application of management policies to a group of
managed objects. We show one example of the concept of management
domain in Figure 4-4.
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Figure 4-4
Management and
administrative
domains.

Admin'istrativg/"/—w7\\*\\ U .
Domamlll\tﬂ__,_ IS S

Management Domain A A7 Management Domain B )

Management domains, to be useful, must have unique names, must
include the objects that will be managed by that domain, and must know
how the managed objects and agents will communicate with one
another One managed object in one management domain may also
belong to another management domain, as shown in Figure 4-4. From
Figure 4-4, notice that management domain A has managed objects XA,
YAB, and ZA as members. Similarly, management domain B has managed
objects YAB, XB, and YB as members. Thus, it is apparent that managed
object YAB is a member of both management domains A and B.

After the whole network has been divided into management domains,
what do we do? If there is no centralized control, there may be chaos. For
this reason, we define another set of domains over this conceptual
model. This is known as the management administrative domain, as shown
in Figure 4-4. The functions of management administrative domains are
as follows:

Exercise control over managed objects and agents in the domain.

Aid in changing the boundaries of management domains if, for
example, after some time, certain managed objects need to be under
the control of another management domain.

Facilitate coordination when a managed object belongs to more than
one management domain.

X749 (ISO 10164-19), Management Domain and Management Policy
Management Functions (Reference 4.7), provides information on man-
aged object classes for management domains and management policies,
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Figure 4-5
Managed object
classes for manage-
ment domains.
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models for the behavior of management domains and management pol-
icy, the services that can be performed, mapping of the services to CMISE
services, and a model for retrieving information on the managed objects
associated with management domains. Managed object classes defined
for management domains are shown in Figure 4-5. The explanations of
these managed object classes are as follows:

domainCoordinator provides an interface to a management domain for
management operations. domainCoordinator represents the func-
tional aspects of a management domain, such as the members of the
domain, the relationship with a managementPolicy managed object,
and the management policy as applied to members of a domain.
domainCoordinator can coordinate domains, superdomains, and sub-
domains. A domain within another management domain is known as
a subdomain. The parent management domain is known as the super-
domain.

managementPolicy is responsible for the management policies that can
be applied to the members of a management domain. This managed
object class contains a list of the authorities allowed to access and
modify the management policies.

conflictDetector detects conflicts in management policies of managed
objects in a management domain or domains.

Some of the management operations that can be performed on a man-
agement domain are subdomainCreate, domainDelete, enrollMember,
de-enrollMember, changeLocalName listParents, listMembers, and list-
Subdomains. These management operations are used as action-type pa-
rameters in CMIS M-ACTION (M-ACTION will be discussed in Chapter
5.) Similarly, the action types associated with management policies are
policyCreate, policyDelete, policyScope, enrollRule, and de-enrollRule.

A management domain is created by a manager or an administration
by creating an instance of a management relationship among manage-
ment policy, 2 member of a domain, and a domain coordinator. In man-
agement domains, there are still some unresolved issues, including:

top

domainCoordinator managementPolicy conflictDetector
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Figure 4-6
OSI management
information
hierarchies.

Security issues involved in accessing other domains and managed
objects in other domains.

The strategy for backup when one domain fails. Do we allow one
domain to be the backup for another domain? The ISO 10164-19 doc-
ument does not address this issue.

X701, Systems Management Overview (Reference 4.3) mentions the
administrative domains. For implementation purposes, administrative
domains must be formally defined.

4.9 Management Information
Hierarchies

Managed objects have relationships with one another. These relationships
can be organized in a systematic manner by indicating how one man-
aged object is related t