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Figure 10-6 I—— sonetObjects (1)
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« sonetMediumCircuitldentifier: This indicates the transmission ven-
dor’s circuit identifier.

@ sonetSection: These objects contain data on the SONET/SDH section
layer. sonetSection includes the SONET/SDH current table and inter-
val tables. The measurements given here for the sonet current entry
table refer to the current 15-min interval Their explanations are as
follows:
sonetSectionCurrentStatus: 'This indicates the status of the
SONET/SDH interface. Current status represents the cumulative
value of defects. sonetSectionDefect has a value of 1, sonetSection-
LOS has a value of 2, and sonetSectionLOF has a value of 4. LOS
means loss of signal defect and LOF means loss of frame defect.
sonetSectionCurrentESs:  This is a counter that refers to the number
of errored seconds.
sonetSectionSESs:  This indicates the number of severely errored sec-
onds.

» sonetSectionCurrentSEFs: This refers to the number of severely
errored framing seconds.

sonetSectionInterval Table includes measurements taken during previ-

ous 15-min intervals. The table can have previous data from 4 to a
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maximum of 96 completed intervals. The default number of intervals

is 32. The parameters of this table are as follows:
sonetSectionIntervalNumber: This is an integer from 1 to 96.
sonetSectionInterval ESs:  This indicates the number of errored seconds.
sonetSectionIntervalSESs: This indicates the number of severely
errored seconds.

¢ sonetSectionIntervalSEFs: This indicates the severely errored framing
seconds.
sonetSectionIntervalC'Vs:  This counts the coding violations.

sonetLine: This is similar to the sonetSection. The data for the

SONET line layer are collected here. It also contains a current table

and an interval table. The measurements are done in 15-min intervals.

The parameters included in the sonetLineCurrentTable are as follows:

« sonetLineCurrentStatus: This is a sum of all the defects in the line.

# sonetLineCurrentESs: This indicates the number of errored seconds.
sonetLineCurrentSESs:  This indicates the number of severely errored
seconds.

= sonetLineCurrentCVs:  This indicates the number of coding violations.
sonetLineCurrentUASs: This refers to the number of unavailable sec-
onds.

sonetLinelnterval Table includes the previous 15-min intervals for

which measurements are available. The parameters of the sonet-

LineIntervalEntry are sonetLineIntervalNumber, sonetIntervalESs,

sonetLinelntervalSESs, sonetLinelntervalCVs, and sonetLinelnterval-

UASs. As the explanations of these terms are similar to those in the

sonetLineCurrentEntry, we will not repeat them here.

sonetFarEndLine: This is valid only for far-end block error at the
SONET/SDH line layer. sonetFarEndLine includes current and interval
tables. The parameters used in the current and interval tables are simi-
lar to those used in sonetLineCurrentEntry and sonetLineIntervalTable.

sonetPath: This also has current and interval tables. These tables con-

tain measurements on the SONET/SDH path layers. The values are for

15-min intervals. The parameters included in the current entry table
are as follows:

# sonetPathCurrent Width: This indicates the type of SONET/SDH
path. For SONET the values of N are 1, 3,12, 24, and 48. For SDH
the values are 1, 4, and 16.
sonetPathCurrentStatus:  This is the sum of the defects in the interface.
sonetPathCurrentESs: This indicates the number of errored seconds.

¢ sonetPathCurrentSESs: This includes measurements on the severely
errored seconds.
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» sonetPathCurrentCVs: This contains measurements on coding viola-
tions.

» sonetPathCurrentUASs: This indicates the number of unavailable
seconds.

Sonet interval table parameters are similar to the current table parame-

ters, and they include the values taken in the previous 15-min intervals.

sonetFarEndPath: This is similar to sonetFarEndLine. It is valid for
far-end block error code. sonetFarEndPath has also current and inter-
val tables.

& sonetV1I: This includes statistics on virtual tributaries for SONET and
virtual channels for SDH. There are also current and interval tables.
Statistics on errored seconds, severely errored seconds, code violations,
and unavailable seconds are included.

sonetFarEnd VT: This includes statistics collected for the far-end block
error code. There are also current and interval tables for statistics.

sonetConformance: This includes sonetGroups and sonetCompliances
groups. These groups are collections of objects that include informa-
tion on SONET/SDH virtual tributaries, section, line and path inter-
faces, and far-end information where applicable. This information is
used as a benchmark for checking whether the SONET/SDH inter-
faces meet the requirements.

The managed objects defined in RFC 1595 can be used by SNMPpro-
tocols.

Wo9"S[001[0d" MMM

10.5 Operation and
Maintenance (OAM)

Before we look into the OAM aspects of the ATM layer and the physical
layer, it is essential to introduce the commonly used concepts of virtual
channel connection (VCC) and virtual path connection (VPC). A VCC is a con-
nection that forms a path between two end points. The VCC is the result
of the concatenation of virtual channel links (VCLs) and this concatena-
tion occurs at an ATM switch, as shown in Figure 10-7. The VCC is used
for information transfer between user to user, user to network, and net-
work to network. A virtual channel identifier (VCI) is unique across a VC
link and identifies a VC link. Just like VCCs, VPCs are formed over vir-
tual path links (VPLs). A virtual path identifier (VPI) identifies a VP link.
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Figure 10-7
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Virtual Path Links and Virtual Path Connection

ITU-T Recommendation L1610 (Reference 10.2) describes the operation
and maintenance (OAM) functions at the physical and ATM layers. OAM
functions are performed at five hierarchical levels, namely F1, F2, F3, F4,
and F5 (Figure 10-8), and they result in corresponding bidirectional infor-
mation flows. Levels F1, F2, and F3 are associated with the physical layer,
and levels F4 and F5 are for ATM layer. OAM flows at the ATM and phys-
ical layers are shown in Figure 10-9. Explanations of the five information
flows are as follows:

Wo9"S[001[0d" MMM

F5: Information flow extends between the NEs responsible for vir-
tual channel connection functions. There are two types of F5 flows:
end-to-end F5 flow is used for end-to-end VCC operations; segment F5
flow communicates OAM information within one VCC link or inter-
connected VCC links. A VCC may have one or more OAM segments.
F5 is used for continuity checks on the active VCCs per interface at
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Figure 10-8
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the end-to-end or segment level. F5 flows are also used for fault and
performance management of VCCs.

F4: This refers to the bidirectional information flow containing
OAM cells at the virtual path level Here also, the F4 information flow
can be end-to-end or be restricted to one segment. F4 information
flow can be used for fault and performance management of VPCs. F4
information flows are useful for detecting degradation of VP perfor-
mance, loss or misinsertion of cells, and late-arriving cells.

F3: Information flows are between the NEs that perform payload
assembling and disassembling, cell delineation, and header error con-
trol (HEC) functions.

F2: Information flows are between section end points.

F1: Information flows are between regenerator sections. A regenera-
tor section is a portion of a digital section.

The OAM flows depend upon the type of transmission used. As we
have seen, ATM can use either SDH or SONET at the physical layer. F1, F2,
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Figure 10-9

OAM flows at the physical and ATM layers.
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and F3 flows help detect and report unavailability states, carry defect
information on the affected end points, and help monitor and report
equipment failures. These flows also aid in error monitoring and report-
ing at the regenerator section, multiplex section, and transmission path
levels for SDH and SONET. Some of the errors reported can be loss of sig-
nal, loss of frames, degraded performance loss of pointer or path, loss of
cells, defective insertion, or suppression of cells.

Refer to Section 102 for more details on OAM for the physical and
ATM layers.

10.6 ATM Network Management

ATM network management follows the standards developed by the ATM
Forum and ITU-T. ITU-T Recommendation 1751 (Reference 10.3) describes
management of the ATM NE view. In this recommendation, MOCs are
grouped into ensembles for convenience and these ensembles perform
certain specific management functions. ATM transport-specific ensem-
bles are the following:

ATM Layer Management: This includes configuration and fault man-
agement for transport path and virtual path adaptation, for the vir-
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tual path layer, and for the virtual channel layer. Configuration of an
ATM interface, allocation of bandwidth and VPI/VCI ranges associ-
ated with ATM interfaces, and detection and reporting of alarms
within the ATM layer are also part of the layer management.

ATM VP/VC Connection Management: This covers such functions as
establishing and releasing VP and VC channel connections, allocating
the virtual path identifier (VPI) and virtual channel identifier (VCI) for
these connections, and managing the VP and VC channel connections.

@ ATM Performance Management: This covers the monitoring of perfor-
mance parameters such as gauges and counters for the VP and VC lay-
ers and transport paths.

10.6.1 ATM Forum Network Management

The ATM Forum network management model is specific to ATM net-
works. Primarily ATM Forum defines a set of protocol-independent
requirements for management services and MIBs for managing the ATM
networks. The management protocols can be either CMIP or SNMP. The
ATM Forum network management reference model (Figure 10-10) is similar
to the TMN physical architecture. The reference model defines network
management interfaces for managing ATM devices, private networks, and
public networks. The ATM forum management interfaces are as follows:

M3 M5
Management System » Management System

A 4

Management System |«

A

Ml

Private UNI Public UNI

Private ATM
Network

Public ATM
Network

Public ATM
Network

ATM Forum network management interfaces.
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M1: This is the interface for managing ATM terminal devices.
M?2: This is the interface for managing an ATM private network.

M3: This is the customer network management interface. It provides
management functions for the customer portion of an ATM network.

M4: The OS or the managers manage individual network elements
using the M4 interface. Network elements refer to ATM switches, ATM
cross-connects, ATM concentrators, remote ATM switches, and distrib-
uted ATM switching systems. The M4 interface also supports element
management and service management functions.

M5: This is the network management interface between two net-
work providers.

10.6.1.1 M3 Interface. The M3 interface (Figure 10-11) includes two
classes of functions that users can access (Reference 10-13). Class 1 func-
tions include monitoring configuration, fault, and performance manage-
ment on the customer’s portion of an ATM public network. Customer
network management (CNM) must be able to retrieve the following:

Details on the CNM agent and the protocols used for customers’ user
network interfaces (UNIs).

Performance information on the ATM layers and physical layers of
customers’ UNIs.

Figure 10-11

Customer Network Management
System )
Class 1 Class 2 M3 Link|  pyplic Network Management
Monitoring Managing Virtual System
Status and . Connections ‘
Configuration
: y
' UNI
Private ATI\;I ----------- l —————— CNM Agen Private ATM
Network Public ATM Network Network
Private ATM
Network

Customer network management for private and public networks.
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Information on how the ATM UNIs are configured and the status of
UNIs at the cell level. This is useful for dynamically updating the
configuration information.

Configuration information at the UNI physical layer and the alarm
status of the physical line.

Configuration and status information on ATM VPLs and VCLs of
customers’ UNIs.

Configuration and status information on VPCs and VCCs associated
with customers’ UNIs.

Alarms and alarm-related information associated with the status of
customers UNIs.

Descriptors associated with customers’ UNIs on preconfigured traffic.

Class 11 functions basically perform addition, deletion, or modification
of virtual connections and subscription information on an ATM public
network. CNM customers must have the ability to add, delete, or modify
the following:

# ATM layer configuration information
VPL and VCL configuration and status information
VPC and VCC configuration and status information

# ATM traffic descriptors and information objects for virtual path and
virtual channel connections

Each segment of an ATM PVC network is modeled as an ATM public net-
work. In each ATM public network, a CNM agent supports the MIB
required to manage M3 interfaces. If there are many ATM PVC networks,
element managers use multiple CNM agents to collect the information
required for end-to-end management.

Figure 10-11 shows CNM functions as a subset of the management
functions provided by the public network management system of a
public network provider. The M3 link can be a dedicated link (private
ling), as shown in the figure. The CNM can access the public network
management system using ATM UNI, as shown by dotted lines in the
figure. The M3 link uses the SNMP protocol for managing class 1 and
class II functions. If UNI is used, then AALDS is used. Instead of defining
new managed objects, managed objects defined in other MIBs are
reused for the M3 interface. The M3 interface is fully explained in Ref-
erence 10.13.

10.6.1.2 M4 Interface. Network elements use the protocol-independent
MIB for the M4 interface. Protocol-specific MIBs are developed from the
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protocol-independent MIBs. These protocol-specific MIBs can be used
with CMIP or SNMP. The M4 interfaces specified are for PVCs. The M4
interface is fully described in Reference 10.14.

Protocol-independent MIBs are described by managed entities. Man-
aged entities are defined by the purpose of the entity, the attributes
of the entity, the managed operations performed on the entity, the no-
tifications emitted by the entity, and the relationship with other enti-
ties. Note that there can be one or more managed entities within an
ATM NE

ATM Forum network management uses five logical layers (manage-
ment) of M.3010. These layers represent functional components and are
not physical systems. These functional components can be implemented
in different ways. For example, functions of NML and EML can be com-
bined into a single physical implementation.

The basic functions of SMFAs, such as configuration management,
fault management, performance management, and security management,
are similar in ATM. However, there are some ATM-specific requirements
that need to be implemented in ATM.

We have already looked into configuration management, fault man-
agement, performance management, and security management in Chap-
ter 3. In this section, we discuss the ATM-specific issues related to these
functional areas.

10.6.1.3 Configuration Management. ATM NE configuration iden-
tification and change reporting are important for the effective manage-
ment of the ATM network by the manager or OS. Information on
initialization, installation, changes in the externally manageable physical
and logical components of ATM NE, and the relationships between these
components must be available for effective systems management. Some of
the physical and logical components are circuit packs, equipment, physi-
cal path termination points, and so on. The views of these physical and
logical components presented by the NEs have to be current.

To present the current configuration view, it is essential that configu-
ration changes are automatically reported to the managing systems. Noti-
fications of configuration changes to the operational states of managed
entities are sent to the ATM NEs. The managed entities that support the
configuration identification and change reporting function (defined in
Reference 10.14) are ATM NE cross-connection control, ATM NE, attribute
value change record, equipment, equipment holder, event forwarding dis-
criminator, latest occurrence log, log, managed entity creation log record,
managed entity deletion log record, physical path termination point,
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plug-in unit, software, state change record, TC adaptor, TC adaptor PM
current data, and threshold data.

A managing system must be able, if required, to configure and recon-
figure physical path terminations on an ATM NE as either a user network
interface (UNI), a broadband interswitching system interface (BISSI), or a
broadband intercarrier interface (BICI). The managing system must also
be able to retrieve configuration data associated with UNI, BISSI, or BICL

In addition to configuring ATM parameters, 2 managing system must
be able to establish VPL-to-VPL cross-connections and VCL-to-VCL cross-
connections in an ATM NE. Once VPL and VCL cross-connections are
made, the managing system should be able to bring down the existing
VPL and VCL cross-connections in an ATM NE and release the associated
resources. The managing system must be able to retrieve the configura-
tion data associated with the previously configured VPL and VCL termi-
nation points for analysis purposes. The configuration of VPL/VCL
termination points and cross-connections must include the capability to
establish and tear down multipoint VPL and VCL cross-connections in
the ATM NE and add or remove VPL and VCL termination points to and
from existing multipoint cross-connections.

Managing systems must be able to configure and reconfigure active
VPL and VCL termination points as either segment (Figure 10-12) or non-
segment end points. However, VPC and VCC segments across UNI and

ATM NE ATM NE ATM NE

- < - -

Virtual Path Link
BICI /

Physical Link

+—p)
VP Segment (Fixed)

44—
VP Segment VP Segment (Fixed)

A
v

X - ATM Cross-Connect

Figure 10-12

Example of a VP segment.
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BICI are automatically configured as segment end points when VPLs and
VCLs are configured.

Event flow control includes the event-forwarding discriminator func-
tion in ATM NEs. NEs should be able to forward alarms, configuration
updates, and threshold crossing alerts to managing systems. It should also
be possible to suppress the forwarding of selected notifications. The sup-
pression of notifications must be based on notification type, on specific
details of notification type on the type of managed entity reporting the
notification, or on some specific aspects of a managed entity.

10.6.1.4 Fault Management. ATM NEs must be able to send notifica-
tions of detected failures to an OS via the M4 interface. A managing sys-
tem must be able to retrieve the alarm notifications log from an ATM NE
A managing system must also be able to perform loopback testing on
VPC/VCC operations, administration, and maintenance cells. The results
of the loopback tests are returned as pass or fail.

10.6.1.5 Performance Management. ATM-specific performance man-
agement consists of monitoring performance, managing traffic, monitor-
ing user parameter control (UPC) or network parameter control (NPC)
disagreement, and collecting performance management control and net-
work data.

ATM performance monitoring consists of monitoring physical layer
performance and cell level protocol. Physical layer performance monitor-
ing must support ITU-T Recommendation G774.01 (Reference 10.9) and
ANSI T1.231 (Reference 10.10) for monitoring SDH transport performance.

Cell level protocol monitoring must be supported by the M4 interface.
Cell level performance monitoring involves collecting threshold data
counts to detect protocol abnormalities at the transmission convergence
sublayer and the ATM layer Managing systems must be able to retrieve
the detailed log information stored in ATM NEs to detect, statistically
analyze, and rectify cell-processing defects.

Two scenarios affect VPC/VCC performance. In one case, cells may be
discarded due to transmission errors and problems in the network. In the
other case, incoming cells may be discarded because incoming cells do
not conform to the prenegotiated cell specifications. Managing systems
must be able to distinguish between these two scenarios while collecting
data on cell abnormalities.

10.6.1.6 Security Management. Security management includes veri-
fying a session requester’s unique user identifiers. There must be a record
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ATM End System

of the user identifiers requested by session requesters that can be used to
detect any security violations. Authentication involves verifying whether
a session requester’s user identifiers are authorized.

Security management also involves ensuring that only authorized users
access resources in ATM NEs. To maintain data and system integrity, data
and resources in ATM NEs must be created, modified, and deleted by
authorized users. There must be a security audit record of all the security-
related activities performed that can be used to detect and recover from
intrusions and disruptions. Security administration develops and main-
tains these security-related aspects in the ATM NEs.

10.6.1.7 Integrated Local Management Interface. Integrated local
management interface (ILMI) was supposed to be an interim solution
when it was published. However, it has continued as a permanent one.
ILMI (Reference 10.15) furnishes a link-specific view of the configuration
of an ATM interface and status and control information about its physi-
cal and ATM layer parameters. Here, an ATM device such as a switch or an
end system supports one or more ATM interfaces. Each ATM interface
includes a set of managed objects and ATM interface ILMI attributes for
achieving ILMI functions.

An interface management entity (IME) is associated with each ATM
interface in an ATM device as shown in Figure 10-13. The ATM end sys-
tem has one interface so there is one IME The private ATM switch has
two IMEs as there are two ATM interfaces. Either SNMP or AAL5 proto-
col is used between IMEs. An IME can access ATM interface MIB infor-
mation associated with an adjacent IME. Each IME contains an SNMP
agent and a management application. Adjacent IMEs must include the
same MIB. SNMP for ILMI does not use UDP and IP addressing. For
ILMI, SNMP uses a well-known VPI/VCI value.

ILMI MIB has the following characteristics:

Public ATM
Switch ATM
AALS AALS Network

SNMP/ Private ATM Switch SNMP/

[ )

e ] [ e

Private UNI Public UNI

Figure 10-13

Integrated local management interface.
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Textual conventions MIB: This includes common textual conventions
and object identifiers. These definitions are included in a single mod-
ule such that other MIB modules can import the definitions. Some of
the definitions are borrowed from other RFCs, and some object iden-
tifiers have been defined exclusively for the ATM interface.

Link management MIB: This includes descriptions of the objects, pro-
cedures on how these objects can be used, and the actual definitions
of the objects required for link management of ATM interfaces.

8 Address registration MIB: This is used for address registration at the UNL
Address registration procedures include capabilities such as dynamic
addition/deletion of additional network prefixes and user parts, and
deregistration of addresses with the loss of ILMI connectivity.

@ Service registry MIB: includes a service registry. This registry is useful
for locating ATM network services.

ATM interface MIB groups for ILMI are shown in Figure 10-14. The
details of MIB object groups are as follows:

Physical layer group: This provides details of the physical interface
over a physical link or the virtual interface over a virtual link.

ATM Iayer: This includes objects for the ATM layer.

Virtual path connection: This contains objects that provide details on
the VPG, such as VPI value VPC status, and QOS parameters at the
VPC local end point.

Virtual channel connection: ‘'This includes objects that provide details
on the VCC, such as VCI and VPI values, VCC status, and QOS param-
eters at the VCC local end point, just like VPC. When ILMI commu-
nication takes place over a physical link, the VPI and VCI values
identify a VCC. However, when ILMI communication is done using a
virtual link, the VPI value is set to zero.

Network prefix: This permits switches to automatically configure net-
work prefixes in end systems.

ATM Interface MIB
Physical Layer ATM Layer  Virtual Path Virtual Channel  Network Prefix Address Service Registry
Connection Connection

Figure 10-14
ATM ILMI MIB groups.
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Figure 10-15

ATM network
management, SNMP
and ILMI.

Address: This mechanism permits end systems to automatically con-
figure the ATM address for ATM interfaces on switches.

Service registry: This is provided to locate network services.

Customers can use ILMI to retrieve UNI-related information. For this, ILMI
must be part of UNI and customer access must be done through ILML

Figure 10-14 explains how network management functions such as dis-
covery for configuration, fault isolation, and troubleshooting can be done.
A network management system can request data from RFC 1695 MIB, as
shown in the firm lines for MIB data on ATM device B. If management
data is required from ATM device A, the proxy relays the SNMP com-
mands via the IME in ATM device B and traps to and from the IME in
ATM device A.

10.6.1.8 ATM MIB. ATM uses different types of MIBs at different inter-
faces. Internet ATM MIB, defined in RFC 1695 (Reference 10.12), is used
between switches. ILMI MIB is used at the UNI interface. ATM MIB is
primarily used to manage permanent virtual circuits (PVCs). Additional
objects are required to manage SVCs. ATM MIB can be used with the
SNMP protocol.

In addition to the managed objects defined in RFC 1695, managed
objects such as those defined in RFC 1213 (MIB-II), REC 1407 [managed
objects for digital signal 3 (DS3)/E3 interface], RFC 1595 (SONET MIB),

NMS
K
SNMP
SNMP Agent
Prox;
M1 -
| - RFC
ILMI ¢-_-_§| IME l » IME 1695
MiIB 3
SNMP/AALS "l TLMI
ATM Device A MiB
ATM Device B
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and RFC 1694 (SMDS) may also be required. The Main object groups of
ATM MIB are shown in Figure 10-16. Explanations of the main ATM MIB
object groups are as follows:

Configuration group: This consists of objects for ATM cell layer con-
figuration and local ATM interfaces, which are not supported by the
if Table. Managed objects supported in this group provide the follow-
ing details:
Maximum number of VPCs and VCCs supported at the ATM
interface
Number of VPCs and VCCs configured at this interface
+ Maximum number of active VPI and VCI bits
¢ VPI and VCI values supporting the ILMI at the ATM interface
¢ The type of ATM address at the ATM interface such as native, pri-
vate, E164 or other
¢ [P address and textual name of the neighbor to which a NMS can
send SNMP messages

DS3 physical layer convergence protocol (PLCP) group: This provides for

the configuration and state parameters of the DS3 PLCP sublayer. DS3

PLCP is used to carry ATM cells over DS3 transmission paths. Some

of the details available from this group are the following:

+ Number of severely errored framing seconds.

¢ Indication of whether there is an alarm for DS3 PLCP. The condi-
tions for alarm are an incoming yellow signal and an incoming loss
of frame.

MIB II

ATM MIB

AALS Virtual Channel
Connection Performance
Statistics

Virtual Channel
Link Configuration

Configuration DS3 PLCP

Virtual Channel
Cross-connect

TC Sublayer Virtual Path Link

Virtual Path
Configuration rua’ Pt

Cross-connect

Figure 10-16
ATM MIB object groups (RFC 1695).
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Transmission convergence (TC) sublayer group:  This provides objects for
configuration and state parameters for the TC sublayer. The TC sublayer
is used to carry ATM cells over SONET or DS3. Some of the details that
can be gathered from the objects in the group are the following:

The number of times that out-of-cell delineation events occur.
# Indication of whether an alarm condition is present for the TC sub-
layer. The alarm condition is available for loss of cell delineation;
otherwise, there is no alarm condition.

@ VPL configuration group: This contains information on the configura-
tion and state information of a VPL. The objects in this group can
also be used to create, delete, or modify a VPL that terminates in an
ATM host or switch or that is cross-connected to another VPL. ATM
VPL is implemented in an ATM host, ATM switch, and ATM network.
VPL traffic parameters are manipulated by setting the ATM receive
and transmit traffic descriptor indices in VPL tables. The receive and
transmit traffic descriptor indices are associated with receive and
transmit VPLs (Figure 10-17). There are many objects defined in this
group that can be used to control the functioning of a VPL.

VL configuration group: This contains information on the configura-
tion and state of a VCL at an ATM interface. Managed objects defined
for this group can also be used to create, delete, or modify a VCL that
terminates in an ATM host and ATM switch or that is cross-connected
to another VCL.

VP cross-connect group: This contains information on the configura-
tion and state of VP cross-connects. The cross-connects can be point-
to-point, point-to-multipoint, or multipoint-to-multipoint. A
cross-connect index identifies the VPLs that are cross-connected to
each other. The managed objects in this group can also be used to
create, retire, and reconfigure VP cross-connects.

www.pcltools.com

VC cross-connect group: This contains information on the configura-
tion and state of point-to-point, point-to-multipoint, or multipoint-to-
multipoint VC cross-connects. VC cross-connect managed objects are
functionally similar to VP cross-connect group managed objects.
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Figure 10-18
Managing AALS in a
switch and a host.
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AALS5 VCC performance group: There are two parts associated with the
performance management of AALS. In one part, if Table is used to col-
lect performance statistics on an AALS entity in a switch or a host
(Figure 10-18). In the other part, managed objects defined in the AALS
VCC performance group are used to gather AAL5 performance statis-
tics per VCC. The VCC interface with an AALS5 entity in an ATM
switch is done via a proprietary virtual interface, as shown in Figure
10-18. The managed objects in the AAL5 VCC performance group
contain the VPI and VCI values of the AAL5 VCC identified by the
ifIndex interface. The objects defined in this group can also be used
to make available a number of Cyclic Redundancy Check (CRC)-32
errors, partially reassembled AAL5 PDUs, and AAL5 PDUs discarded
due to large size.

AALS
Entity
Proprietary
N Virtual Interface

AALS

ATM

Entity Proprietary Virtual
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Entity
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10.7 Important Issues in
Broadband Network Management

Broadband network management is currently limited to the manage-
ment of PVCs, and there is a broad consensus on managing PVCs. How-
ever, the same cannot be said for the management of SVCs. Additional
modeling effort is required to manage SVCs to extract signaling informa-
tion from ATM VCs, the analysis and routing of calls, and the adminis-
tration of customers’ numbers and services. These issues are treated in
detail in Reference 10.17.

We have specifically discussed network management approaches that
are covered by ITU-T and the ATM Forum, and we have also included the
IETF MIBs for SONET/SDH and ATM. In addition, organizations such as
ETSI, TINA-C, ANSL, and SIF are also actively involved in different aspects
of broadband network management, and OMG is involved in different
aspects of distributed network management. ITU-T has also defined an
open distributed management architecture for distributed network man-
agement. TMIN models are mostly static, covering limited regions and
centralized network management; these static models must be integrated
in a distributed manner to cover the different management protocols and
transport technologies of global telecommunications network manage-
ment. We will examine distributed network management in detail in
Chapter 11.

Integrating broadband and distributed network management is one of
the most important challenges in implementing broadband network
management solutions. The issues involved are highlighted in Reference
10.18. For a good, sound design, designers should be well aware of the
issues involved with different broadband network management architec-
tures and the impact of distributed network management on the imple-
mentation of broadband network management.

10.8 Summary

The chapter begins with a brief overview of the B-ISDN reference model.
We also introduce some of the important concepts and terms associated
with ATM, SONET, and SDH, and we examine the network management
of SONET and SDH. As the ATM Forum has made significant contribu-
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tions to ATM implementation and network management, we describe
ATM Forum network management in detail. We also discuss the Internet
MIBs defined for SONET and ATM, and briefly highlight some of the
important issues involved in broadband network management.

10.9 References

10.1.

10.2

103.

104.

105.

10.6.

10.7.

108.

109.

10.10.

10.11.

1012

1013.

ITU-T Recommendation 1321, B-ISDN Protocol Reference Model
and Its Application, 1991.

ITU-T Recommendation 1610, B-ISDN Operation and Maintenance
Principles and Functions, 1995.

ITU-T Recommendation 1751, Asynchronous Transfer Mode Man-
agement of the Network Element View, 1996.

ITU-T Recommendation G803, Architectures of Transport Net-
works Based on the Synchronous Digital Hierarchy (SDH), 1993.
ITU-T Recommendation G.805, Generic Functional Architecture of
Transport Networks, 1995.

ITU-T Recommendation G831, Management Capabilities of Trans-
port Networks Based on the Synchronous Digital Hierarchy (SDH),
1996.

ITU-T Recommendation G784, Synchronous Digital Hierarchy
(SDH} Management, 1994.

ITU-T Recommendation G774, Synchronous Digital Hierarchy
(SDH} Management Information Model for the Network Element
View, 1992.

ITU-T Recommendation G.774.01, Synchronous Digital Hierarchy
(SDH) Performance Monitoring for the Network Element View, 1994.
ANSI T1.231, Layer 1 In-Service Digital Transmission Performance Moni-
toring, New York: American National Standards Institute, 1993.
Brown, T, and Tesink, K., Definitions of Managed Objects for the
SONET/SDH Interface Types, RFC 1595, 1994.

Ahmed, M., and Tesink, K., Definitions of Managed Objects for
ATM Management Version 8.0 using SM1v2, RFC 1695, 1994.

ATM Forum, Customer Network Management (CNM) for ATM
Public Network Service (M3 Specification), 1994.

www.pcltools.com

Wo9"S[001[0d" MMM



www.pcltools.com

Chapter 10: Broadband Network Management 321

10.14.
1015.

10.16.

10.17.

10.18.

10.19.

10.20.

10.21.

ATM Forum, M4 Interface Requirements and Logical MIB, 1994.

ATM Forum, Integrated Local Management Interface (ILMI) Speci-
fication Version 4.0, 1996.

SIF Architecture Group, SIF SONET TMN Architecture E-OS and
NE 1994.

Gillespie, A., Broadband Management after Permanent Connections,
1IEEE Communications, vol. 35, no. 10, pp. 54—59, 1997.

Manley, A, and C. Thomas, Evolution of TMN Network Object
Models for Broadband Management, IEEE Communications, vol. 33,
no. 10, pp. 60—65, 1997.

Black, U, ATM Foundation for Broadband Networks, Englewood Cliffs,
N.J: Prentice Hall, 1995.

Stallings, W., ISDN and Broadband ISDN with Frame Relay and ATM (3d
ed.), Englewood Cliffs, N.J: Prentice Hall, 1995.

Kumar, B, Broadband Communications (signature ed.), New York:
McGraw-Hill, 1998.

www.pcltools.com

Wo9"S[001[0d" MMM



This page intentionally left blank.

www.pclitools.com

WO S|00)[0d" MAMM

www.pcltools.com



[PAGETECH

CHAPTER

Recent Trends:
Distributed
Network

Management,
CORBA, Java,

Web and TMN

www.pcltools.com

Copyright 1999 The McGraw-Hill Companies, Inc. Click Here for Terms of Use.

www.pcltools.com

Wo9"S[001[0d" MMM



www.pcltools.com

324

Part 3: TMN Applications

11.1 Introduction

Telecommunications and computer networks are expanding in size and
complexity because of the liberalization and globalization of the
telecommunications industry. At the same time, new services are being
offered by the telecommunications industry. These add to the complexity
of the telecommunications networks. To reliably manage these complex
networks, the TMN workload and functionality required have also
increased manyfold. One of the means of coping with the increased
workload is partitioning the TMN workload and functions into smaller,
manageable subsets. Here distributed network management comes into
the picture.

For distributing the TMN functions, ITU-T and ISO are working on
open distributed management architecture (ODMA). At the same time,
common object request broker architecture (CORBA) is getting increased
acceptance as a2 means to distribute the TMN workload.

In addition to the impact of CORBA on TMN Java (Sun Microsystems)
has contributed significantly in the TMN arena as a platform-indepen-
dent simple programming language. Java has impacted the ways in which
TMN services are provided on different platforms.

Similarly, recent advances in Web technology have made their impact on
TMN Web technology is yet another technology that is available for man-
aging TMN functions. Alsg some of the Web technologies help the users
of TMN by facilitating easy customer interfaces and service provisioning.

When we have many useful technologies impacting TMN it is also
important that these new technologies be integrated in a meaningful and
useful manner to provide the maximum advantages. From this perspec-
tive, we will study different technologies in this chapter. As it is not our
intent to dwell on each one only a brief overview of each technology is
presented. The focus is primarily on how these technologies can be used
in TMN. Therefore, those who are interested in learning more about these
technologies should refer to the references at the end of the chapter.

11.2 Distributed Processing

Distributed processing forms the basis for distributed network manage-
ment. Therefore we will introduce the topic of distributed processing and
subsequently examine distributed network management architecture and
issues. Some of the important distributed processing architectures are:
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RM-ODP: The details of the reference model for open distributed
processing (RM-ODP) are furnished in ITU-T Recommendations
X901 through X-904. RM-ODP includes the concepts and characteris-
tics of distributed systems such as different levels of abstraction, mod-
eling approach, and distributed-processing-related transparencies.
Implementation details are not included in these documents.

# CORBA: This is an architecture for distributed computing published
by OMG. OMG is devoted to promoting the object-oriented theory and
practice for software development. OMG publishes industry guidelines
and object management specifications for application development.

COM/DCOM: Component Object Model (COM) and Distributed
Component Object Model (DCOM) are the components of Micro-
soft’s distributed computing architecture. While COM is used for
interprocess communication within a system, DCOM is used for com-
munication between clients and servers in different processes across
an intranet or Internet.

SOM/DSOM:  System Object Model (SOM) and Distributed System
Object Model (DSOM) are the components of IBM’s distributed com-
puting architecture. SOM and DSOM functions are similar to those
of COM/DCOM.

11.3 Open Distributed Processing

Of the above prominent architectures, we will limit ourselves to the RM-
ODP and CORBA. ITU-T and ISO are working on standardization for
open distributed processing (ODP). The ODP standards consist of the fol-
lowing ITU-T recommendations:

X901 (Reference 11.6): Explains the overview of ODP and contains
details on key concepts, the outline of ODP architecture, and how
ODP is to be interpreted and applied.

# X902 (Reference 11.7):  Defines the concepts and framework for dis-
tributed processing systems.

® X903 (Reference 11.8) Referred to as the architecture document; con-
tains specifications for open distributed processing.

X904 (Reference 11.9): Contains interpretations of concepts using for-
mal description techniques.
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Distributed processing systems are required to solve the problems of
scalability of single architecture systems, heterogeneous computing envi-
ronments, and legacy systems. Though there are many requirements of
distributed processing systems, we will look into only some of them. The
important requirements of distributed systems are:

Distribution transparency: The details and problems and differences
due to the distribution of functionality and workload in different
components of a distributed system must not be visible to the users.
Also, the implementation details of combining heterogeneous compo-
nents must be hidden.

Security: As the systems are remote and data are distributed in many
systems, these systems must be protected against unauthorized access
and users.

Fault tolerance:  'When the distributed systems are large and complex,
the possibility exists of some component failing. Failure of one or
more components should not affect the operation of the other com-
ponents of the distributed system.

Federation: It should be possible to coordinate the activities of vari-
ous components in the distributed systems belonging to different
administrative and technical domains.

Modularity: The different components of the distributed systems
have to be autonomous and, at the same time, must be able to be coor-
dinated to work in a cooperative manner.

Standardization of distributed processing has four stages: system speci-
fication in terms of object modeling, interrelation of system specifica-
tions to viewpoint specifications, system infrastructure definition using
relevant distribution transparency categories, and establishment of a
framework for distributed system conformance.

Object modeling has to cover all the resources in the distributed sys-
tems and must apply to all viewpoints, provide tools for the requirements
and design of specification languages, and address structuring issues in
the distributed systems.

To simplify and categorize the specifications of a whole system, differ-
ent abstraction levels have been identified; these abstractions are known
as viewpoints. The viewpoints considered are:

Enterprise:  Focuses on the purpose, scope, and policies of a system
within an organization and its environment.

@ Information: Relates to the semantics of information handled by a
distributed system, the constraints on the information, and the inter-
pretation of the information.
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Computation: Covers the functional decomposition of a distributed
system resource into a set of objects that interact with interfaces.

Engineering  Deals with the infrastructure required to support inter-
action between objects of distributed systems.

Technology: Covers implementation details such as design methodol-
ogy, programming languages and details, details on databases, and so
forth.

As we have seen, distribution transparency (hiding the implementation
of distributed systems from the users of the systems) is an important
requirement. Note that it is not necessary to implement all the distribu-
tion transparency categories given below. The following distribution
transparencies have been defined in ITU-T Recommendation X.901:

Access transparency: Enables distributed components to work together
irrespective of differences in architectures, data representation, and
programming languages.

Failure transparency: 1Is required to hide failure and recovery of other
objects and itself. Necessary for providing a fault-tolerant distributed
system.

Location transparency: Specifies that location of an object in a distrib-
uted system is not important during interaction with other objects.

Migration transparency: States that even if an object has moved, the
distributed system will not be affected.

Persistence transparency: Ensures that activation and deactivation of
an object do not impede the sharing of resources.

Relocation transparency: Provides availability of the interfaces associ-
ated with an object despite changing location.

Replication transparency: Allows an object to be replicated while still
maintaining a single interface.

Transaction transparency: Is required to coordinate transactions
involved in scheduling, monitoring, and recovery of multiple objects
to maintain data consistency.

When a distributed system is built with different components, with
the possibility of some of the components being procured from vendors,
it is necessary to establish well-set rules governing the behaviors of each of
the components of a distributed system. These rules have to be elaborately
laid out with reference to the different viewpoints. The rules also must be
covered in conformance specifications and must later be validated by
conformance testing.
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To construct distributed systems, a set of ODP functions has been
defined. These ODP functions are divided into the following groups:

Management function: Consists of node, object, cluster, and capsule
management functions. A node management function controls the pro-
cessing, storage, and communication functions within a node. An
object management function provides for the checkpointing and deletion
of an object. A cluster is a combination of engineering objects for the
purposes of deactivation, checkpointing, reactivation, recovery, and
migration. A cluster manager manages basic engineering objects in a
cluster. A capsule is 2 combination of objects for the purpose of encap-
sulation of processing and storage; a capsule manager manages the engi-
neering objects in a capsule. Capsule managers and cluster managers
provide the cluster management functions.

# Coordination function: Consists of event notification, checkpoint and
recovery, deactivation and recovery, group, replication, migration,
transaction, and engineering interface reference tracking functions.
Here the group function coordinates interactions of objects in a mul-
tiparty binding.

Repository function: Includes storage, information organization, reloca-
tion, type repository, and storage functions. A trading function sup-
ports importation of service offers by service users or clients and
exportation of service offers by service providers or servers.

Security function: Consists of access control, security audit, authenti-
cation, integrity, confidentiality, nonrepudiation, and key manage-
ment functions.

We have only included basic concepts of ODP here; for more details,
consult References 11.6, 11.7, 11.8, and 11.9.

11.4 Distributed Network
Management

Earlier, centralized network management systems were the norm. Net-
work management systems on mainframes were used to control the net-
work management functions. These systems present a scalability problem
when the NEs or agents to be managed grow in numbers. This increase
in workload leads to performance bottlenecks. In addition to the
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increased workload, the network management functions performed were
relatively simple such as detection of warning conditions, and many
problem modifications were done manually. However, these scenarios are
changing with the ever increasing demands from the network manage-
ment systems, increasing intelligence in INEs, and, sometimes, a need to
solve the problems in a nearly real-time environment.

To alleviate some of these problems, distributed network management
is gaining popularity. The trend is also toward Windows NT—based
server solutions on Intel processors. This reduces the cost and permits the
growth of network management systems by adding more and more com-
puting systems. Distributed network management permits the incremen-
tal growth of network management systems, enabling legacy systems to
coexist with new network management systems. There are also other
advantages to distributed network management, such as load balancing
and better reliability through redundancy.

Distributed network management solutions come with a price and are
rather complex because of the various technological issues involved. Some
of the important issues to be addressed are: how to handle security of EMs
and NEs in different domains, time synchronization, distribution trans-
parency, data integrity, appropriate distribution of workload between EMs
and NEs, coordination between EMs, management of failures and failure
policies, and so on. The adoption of distributed systems architecture to net-
work management has been studied in detail by the Telecommunications
Information Networking Architecture Consortium (TINA-C), OMG, ITU
and ETSL

11.5 Open Distributed Management
Architecture (ODMA)

ODMA is outlined in X.703 (Reference 11.5). ODMA provides the architec-
ture for distributed network management as well as management of open
distributed applications and distributed resources. It uses the principles of
RM-ODP and extends them to the OSI systems management. The ODMA
document describes the enterprise, information, computational, and engi-
neering viewpoints.

Open distributed management includes support for management
of resources, coordination of distributed management activities, man-
agement of systems of different sizes and complexities, distribution

www.pcltools.com

Wo9"S[001[0d" MMM



www.pcltools.com

330

Part 3: TMN Applications

transparencies, portability of management applications, modularity of
different components used, seamless integration with legacy systems, and
access transparency to support different communication protocols.

No specific notational technique is suggested for explaining enterprise
viewpoint specifications. An enterprise specification should describe the
relationship between objects with respect to the managing and managed
roles.

The information viewpoint contains invariant, static and dynamic
schema. An invariant schema contains relationships between information
objects; these relationships are always valid. A static schema refers to the
assertions that are true at a given point in time. A dynamic schema includes
the assertions that are applicable when a system operates. Object Model-
ing Technique (OMT), developed by Rumbaugh, is used for describing the
information viewpoint.

The computational viewpoint is described using GDMO and GRM. A
computational management template specification consists of computa-
tional interfaces, a behavior specification, and an environment contract
specification. There are three types of computational management inter-
faces: management-operation, notification, and linked replies interfaces.
Interface signatures definitions may be done either using interface defi-
nition language (IDL) or TMIN CMIS services.

The engineering viewpoint includes functionality of objects that
support distribution transparencies. While the computational view-
point focuses on when and why objects interact, the engineering view-
point is concerned with how the objects interact. The engineering
viewpoint also includes how communications protocols are used
between objects.

Some specific functions have been defined for distributed manage-
ment. They are:

Operation dispatching function: Controls the binding of management
operation client interface and management operation server inter-
faces. It also aids in adjusting to the dynamic changes in management
operation server interfaces.

#  Notification dispatching function: Facilitates binding between notifica-
tion server interfaces and notification clients.

Policy enforcing function: Ensures that management policies are
enforced and that any violations of management policies are reported
to the appropriate components.

We have introduced the basic concepts involved in ODMA. For more
details on ODMA, refer to Reference 11.5.
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11.6 CORBA

It is important to note that CORBA is a distributed computing architec-
ture. CORBA is being slowly accepted as a solution for distributing the
TMN workload among different element managers. It can also be used to
distribute TMIN workload in the network element management layer, ser-
vice management layer, and business management layers as well. CORBA
can be used in the following scenarios:

Functional distribution: CORBA can be used when one network ele-
ment wishes to distribute the workload to one or more element man-
agers. As an example, alarm monitoring can be done in one element
manager and performance management can be done in another ele-
ment manager. In this case, the agent receives management-related
commands and transmits responses and M-EVENT-REPORTS related
to alarm monitoring to one element manager. The same agent, how-
ever, receives management-related commands and transmits responses
and M-EVENT-REPORTS related to performance management to
another element manager.

Geographical distribution:  'When the number of network elements
reporting to an element manager increases, the performance of the
EM application is affected. One solution is to partition the workload
of an EM by adding another EM. This can be based on the geograph-
ical distribution. As an example, all the network elements in the
United States can report to one EM in the US and all the network ele-
ments in Japan can report to another EM in Japan. This concept of
TMN workload based on geographical distribution is similar to that
of domains and subdomains.

11.6.1 Overview of CORBA Architecture

The latest CORBA document is The Common Object Request Broker:
Architecture and Revision 2.2, dated February 1998 (Reference 11.10). Fig-
ure 11-1 illustrates the basic CORBA architecture. As per CORBA archi-
tecture, there are four primary components that interact with each other
using a communication bus. These primary CORBA components are:

Application objects: Are not standardized by OMG; these are products
developed by vendor groups and do not use standard interfaces.
Application objects use the other CORBA services.
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Figure 11-1
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architecture.
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Application Objects

Common Facilities
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Object Request Broker

Object Services

Common facilities: Contain high-level application services and do not

provide basic services such as object services. Some of the examples of
the common facilities are: telecommunications, finance, healthcare,
network/systems management, graphical user interfaces, and business-

related objects.

Object services: Provide the important services required for CORBA
and are used by common facilities and application objects. Object ser-
vices are responsible for providing basic services that can be indepen-

dently used by applications, for example naming service, trading
service, concurrency, persistency, security, event service, transaction

services, and others.

ent environments.

For communication between CORBA applications, general interface

ORB protocol (GIOP) is used. GIOP is a

Object request broker (ORB):  1s the communication bus used by
CORBA applications in a distributed environment. It also enables
communication and interoperability between applications in differ-
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connection-oriented transport

protocol that defines seven message formats that cover all the ORB
request and reply semantics. Internet inter-ORB protocol (IIOP) specifies
how GIOP messages are exchanged over TCP/IP connections. IIOP is posi-
tioned in TCP/IP stack as shown in Figure 11-2. IIOP has become a stan-
dard protocol for linking objects across a TCP/IP network.

11.6.2 CORBA Services

CORBA architecture provides many additional services that enhance the

functionality of CORBA.
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Figure 11-2
lIOP relationship to
TCF/IP

CORBA APT

CORBA Runtime, Stub and Skeleton code
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The CORBA implementations require a naming service. The CORBA
objects are registered in the naming service. The naming service takes
the name of an object and returns the object reference in the server
CORBA implementations have naming service implementations. How-
ever, if the number of objects is large, this creates a large load on the
naming service. Partitioning the naming service or using a multitiered
lookup strategy are some of the solutions to this problem (Reference
11.3).

CORBA has a flexible event service. An event service primarily consists
of one or more consumers, suppliers, and an event channel (the transmis-
sion medium between consumers and suppliers). The supplier places the
message to be transmitted to a consumer on the event channel. Depend-
ing upon whether the channel operates under a push or a pull model, the
message is pushed to the consumer or the consumer retrieves the message
from the event channel. The event service is very useful for forwarding
notifications and alarms to element managers.

The life cycle service provides services to create, delete, move, and copy
objects. It controls the life cycle of an object.

The CORBA trader service accepts and stores service offers from
servers. A client requests information from the trader service and receives
the information requested from trader service if it is available.

The CORBA level 1 security service provides authentication, authoriza-
tion, encryption, delegation, auditing, and logging. CORBA level 1 secu-
rity over DCE/Kerberos is also provided by some vendors. Similarly,
security over the socket layer and IIOP are also being worked out. With
these security implementations, security, which can be a major issue in a
distributed environment, is no longer an issue in CORBA.

For more details on CORBA services, consult Reference 11.11.
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11.6.3 How CORBA Applications Work

Many vendors have CORBA implementations. Some of these are: Orbix
(TONA Technologies), PowerBroker (ExperSoft), VisiBroker (VisiGenic),
and others. CORBA object classes are defined using interface definition
language (IDL). An IDL interface definition defines a CORBA object class.
A CORBA interface definition specifies the services provided by the
CORBA object class, the exceptions that can be generated by that class,
and the attributes of that class.

The services provided by and the exceptions generated by a CORBA
object class are furnished by the operation declarations. An operation decla-
ration contains input parameters, output parameters, the operation type,
and the exceptions that can be raised. While mapping IDL to C++, each
operation is mapped to a C++ member function. An IDL attribute has
information on the state of an object, and the attribute declaration states
whether the attribute value can be set to one or more values, whether the
attribute value or values can be retrieved, or whether both operations can
be performed. Here also, while mapping IDL to C++, each attribute is
mapped to a set of C++ member functions. IDL compilers do this IDL to
C++ mapping

As the focus of the chapter is on CORBA and TMN we will not look
further into IDL. For more information on IDL, refer to one of the many
books on the subject.

The applications written using IDL must be compiled using an IDL
compiler. The IDL compiler produces the mappings to C++, Java,
Smalltalk, or C. The results of IDL compilation are client and server stubs.
The client and server codes, along with the client and server stubs, are nor-
mally implemented as libraries (Figure 11-3).

CORBA needs an activation component to start the server. The activa-
tion component forms the initial connection between a client and server.
Usually, a client requests a connection with the server. The server contains
the executable code, which an ORB can activate to create a server process.
The server code has to populate initial objects and transfer control to
ORB to receive incoming calls from one or more clients.

CORBA uses an implementation repository and an interface reposi-
tory. The implementation repository contains information on where the
server executables reside. The activation component queries the imple-
mentation repository to look for the server and gets back the address of
the server. The interface reposi