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6.4.2 Attribute Template and Definition

Let us define an attribute template for the managed object class token-

Ring
tokenRingBandwidth ::= INTEGER
tokenRingCardPrice ::= SET OF INTEGER
tokenRingID ::= tokenRingAddress
tokenRingAddress ::= OCTET STRING SIZE (4)
tokenRingBandwidth ATTRIBUTE
WITH ATTRIBUTE SYNTAX INTEGER;
REGISTERED AS {1 3589 2};
tokenRingCardPrice ATTRIBUTE
WITH ATTRIBUTE SYNTAX SET OF INTEGER;
REGISTERED AS {1 3589 3};
tokenRingID ATTRIBUTE
WITH ATTRIBUTE SYNTAX tokenRingAddress;
REGISTERED AS {1 3589 4};

In the preceding definition of attributes for the managed object class
tokenRing, observe the following interesting points:

# For defining the attributes, ASN1 notations are used.

tokenRingBandwidth is the template label, and ATTRIBUTE is the
template name. The ATTRIBUTE template starts with tokenRing-
Bandwidth and ends with “;” for REGISTERED AS.

# REGISTERED AS {13589 2}is a construct; REGISTERED AS is the
construct name and {1 3 5 8 9 2} is the construct argument.

Formats for defining attributes follow a definite pattern, starting with
the data type. This is followed by the definition of each attribute.
Each attribute name has the keyword ATTRIBUTE Then the data
type of the attribute is defined by WITH ATTRIBUTE SYNTAX.
The definition of the attribute ends with REGISTERED AS. These
values are obtained either by internally defining the attributes or by
following the guidelines of standards bodies. However, the values
must be unique and are indicated by the last numbers within the
braces: 2, 3, or 4. Note that the registration numbers used are arbi-
trary; these are used just for explanation purposes.

The attribute identifier values given by REGISTERED AS are used to
identify the attribute, and they are in addition to the managed object
class identifiers.

Notice that tokenRingID is defined in terms of another data type,
tokenRingAddress. We again define the data type of tokenRing-
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Address. Thus, the data type of tokenRingID is defined by the data
type of tokenRingAddress.

An attribute template has some additional keywords, which will be
explained next. Examine the attribute counterl.

counterl ATTRIBUTE
WITH ATTRIBUTE SYNTAX INTEGER;
MATCHES FOR EQUALITY, ORDERING; ;

REGISTERED AS {13589 5};

MATCHES FOR defines tests that can be performed on values of
attributes for filter operation. If this is not indicated, then the tests on the
values cannot be done and they are not defined. Any specific attribute
characteristics or indications of how attributes behave under matching
rules are provided by MATCHES FOR or other behaviors. Behaviors that
are specific to a managed object class are defined in the managed object
class definition template.

The attribute counter] is defined as an INTEGER that can take only a
single value. MATCHES FOR is then defined; it means that we can test this
counter for equality, that is, whether the counter value has reached or is
equal to 30. By having the qualifier ORDERING, we can also test whether
the present counter value is greater than or less than 30. There are two
semicolons because there are two qualifiers, EQUALITY and ORDERING.

tokenRingCounter ATTRIBUTE
DERIVED FROM counterl;
REGISTERED AS {13589 6};

In the preceding definition of the attribute tokenRingCounter, attri-
bute characteristics are derived from another attribute, counterl. Here
counterl is defined in a different place. Note that DERIVED FROM is
absent if the WITH ATTRIBUTE SYNTAX is present. DERIVED FROM
helps us to make use of attribute definitions already made. By defining
new rules, we can further extend or restrict the definitions derived from
another attribute.

Let us proceed in our definition of counter by adding a new keyword,
BEHAVIOR.

counter?2 ATTRIBUTE
WITH ATTRIBUTE SYNTAX INTEGER;
MATCHES FOR EQUALITY, ORDERING; ;
BEHAVIOR
counterBehavior BEHAVIOR
DEFINED AS "Tests for equality and greater than values
are permitted.";
REGISTERED AS {13589 7};
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DEFINED AS is used along with BEHAVIOR. DEFINED AS is followed
by a string, and it supplies further meaning for the behavior of the man-
aged object class, name bindings, parameters, attributes, actions, or notifi-
cations. Here, note that we have used quotes (“”) as text delimiters.

An attribute template uses the keyword PARAMETER. When an exten-
sion is required for the syntax of attributes, operations or notifications,
PARAMETER is used to provide extensions. To define PARAMETER, we
reference the label defined in 2 PARAMETER template (see Section 6.4.7).

counter3 ATTRIBUTE
WITH ATTRIBUTE SYNTAX INTEGER;
MATCHES FOR EQUALITY, ORDERING; ;
BEHAVIOR
counterBehavior BEHAVIOR
DEFINED AS "Tests for equality and greater than values
are permitted.";
PARAMETER counterThresholdDetails;
REGISTERED AS {1 3589 8};

In the preceding definition of the counter3 attribute template, we have
added counterThresholdDetails along with the keyword PARAMETER.
PARAMETER counterThresholdDetails is defined outside the counter3
attribute and it is defined in the parameter template.

An attribute can have a single value. For TokenRingBandwidth, it may
be 4. It can also have values of 16 and 100. Here we need to use the data
type SET OE Types can also be SEQUENCE and SEQUENCE OF

The attribute values can be a set of values of the same data type. These
are restricted to a permitted set. The permitted value set mentions the val-
ues that an attribute can take. They may also be called allowed values.
When being modified, the value of an attribute cannot cross the limits of
a permitted value set. A permitted value set can be further restricted to a
required value set. This set can be empty if no values are required; other-
wiseg, it mentions the values an attribute is required to have.

When a managed object class has many attributes, it may be better to
subdivide it into subordinate classes. This will improve the efficiency of
operations that are performed on it.

6.4.3 Attribute Group

A managed object class may have many attributes. For convenience and
ease of operations, we can combine attributes into an attribute group. How-
ever, this restricts the operations we can perform on an attribute group.
An attribute group has no value; hence only those operations that do not
require values can be performed on it.
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Attribute groups are of two types: fixed, in which a collection of attri-
butes is defined and more attributes cannot be added; and extensible in
which attributes can be added. Extensible attributes are defined in
mandatory or conditional packages.

Attributes can be part of different attribute groups. In the following
example, the attribute tokenRingID can be part of another attribute
group in addition to the tokenRingGroup.

tokenRingGroup ATTRIBUTE GROUP
GROUP ELEMENTS tokenRingBandwidth, tokenRingCardPrice,
tokenRingID;
FIXED;
DESCRIPTION "This includes tokenRingID of lanNet managed object
class.";
REGISTERED AS {13589 6};

In the preceding definition of the attribute group tokenRingGroup,
the attributes tokenRingBandwidth, tokenRingCardPrice and token-
RingID are grouped together. By adding the keyword FIXED we have
ensured that no more attributes can be added to the tokenRingGroup. If
FIXED was not there, we could add one or more attributes, such as token-
RingBridge. Note that individual attributes such as tokenRingBandwidth,
tokenRingCardPrice and tokenRingID can be single-valued or set-valued
attributes.

6.4.4 Action Template

The action template is used in the definition of a managed object class. It
maps to the action type parameter of CMIS M-ACTION service. For
example, in a token ring, a ring station may have errors. When errors are
hard errors or errors that must be rectified before a ring station becomes
operational, there is no option but to bypass the ring station. When the
errors are rectified, the ring station can be brought back into the token
ring network. To bypass the ring station, a new action, tokenRingBypass,
is defined as follows:

tokenRingBypass ACTION
BEHAVIOR ringStationBypass;
MODE CONFIRMED;
WITH INFORMATION SYNTAX CHARACTER STRING SIZE (128)

WITH REPLY SYNTAX CHARACTER STRING SIZE (128)
REGISTERED AS {13589 6};
ringStationBypass BEHAVIOR

DEFINED AS "When a ring station is to be bypassed on hard
errors, this message is sent.";
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The preceding definition of tokenRingBypass furnishes some interest-
ing details. tokenRingBypass is the name of the action defined. For
details of the behavior of this action, we must go to the behavior template
labeled “ringStationBypass” Because it contains the keyword MODE
CONFIRMED Action will have a confirmed message or reply after send-
ing ACTION If MODE CONFIRMED is not there, then ACTION is con-
firmed or unconfirmed as decided by the managing station.

WITH INFORMATION SYNTAX furnishes details of the informa-
tion carried by Action. It is defined here as a string of messages which
can be up to 128 octets. However, if this keyword is absent, then there is
no information carried by Action.

The keyword WITH REPLY SYNTAX carries details of reply informa-
tion that is sent as a result of Action. WITH REPLY SYNTAX is also
defined as a string of messages with a maximum length of 128 octets. If
this keyword is absent, then there is no reply associated with Action.
Finally, REGISTERED AS is our usual identifier of the Action template.

6.4.5 Behavior Template

When a managed object is defined, it must be specified how attributes,
operations on attributes, notifications, and name bindings behave. These
details are explained in a behavior template. Behavior should be an exten-
sion of the earlier aspects of behaviors, to which it should not add new
semantics or meanings.

tokenRingBridgeError BEHAVIOR
DEFINED AS "When a token ring bridge encounters errors, this
message is sent.";

In the definition of managed object classes, behavior is a text descrip-
tion that is prone to ambiguous interpretations and is not parsable by a
machine. To overcome this limitation, formal languages such as Z, object
Z, and specification and description language (SDL) can be used. As some
of the languages are complex and their use involves placing an additional
burden on modelers, the methodology of describing behavior using for-
mal languages is not unanimously agreed upon (Reference 6.14).

6.4.6 Notification Template

A managed object sends notifications when a certain internal or external
event occurs. The notification must contain information to be useful.
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The kind of notification and the information it contains are defined
when defining a managed object class. The notification type defined in
the notification template is carried in the Event Information or Event
Reply parameters of CMIS M-EVENT-REPORT

For example, when a token ring adapter is about to fail, it may provide
an indication or emit a message saying that it is going to be “dead” This
can be defined as follows:

tokenRingBeaconing NOTIFICATION
REGISTERED AS {13589 7};

Whether these notifications are logged internally or forwarded exter-
nally depends upon the event forwarding discriminators (EFDs). EFDs also
determine whether these notifications generate confirmed or uncon-
firmed event reports. Refer to Table 6-1 for more explanation of EFD.

6.4.7 Parameter Template

Parameters can be associated with attributes, operations, and notifica-
tions. They can be included in package attribute, action, and notification
templates. A parameter can define CMIS processing failures, notification
requests and responses, or action requests and responses.

Referring to the example of counterThresholdDetails, a parameter
template is defined as follows:

counterThresholdDetailg PARAMETER

CONTEXT ACTION-REPLY;

WITH SYNTAX CHARACTER STRING (40);
REGISTERED AS {13589 14};

After a threshold value of 30 is reached for soft errors in the network,
the error message SoftErrors Threshold is exceeded by x number of errors,
where x is any number from 0 to 29. However, when we reach the number
30 again, our counter wraps around. Soft errors are errors in ring stations
in a token ring network where the ring station need not be bypassed.

In the preceding example, CONTEXT references conditions defined
externally to this parameter template. As an example CMIS parameters
are defined in another place. The error message is carried in the CMIS M-
ACTION Action Reply parameter. This parameter will be a Character
String with a maximum of 40 octets.
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6.4.8 Package Template

The package template is used for grouping many characteristics of a man-
aged object class. If we look from the top of a managed object class tem-
plate down, the package template is one hierarchy below the managed
object class template. In managed object class templates, package tem-
plates can be included using CHARACTERIZED BY or CONDITIONAL
PACKAGES.

A managed object class consists of package templates. These package
templates can be mandatory or conditional Mandatory packages (as the
name suggests) are required. However, the attributes in conditional pack-
ages will be present depending on the conditions spelled out in the defi-
nitions. For example, if a printer is the managed object class, the toner
package will be present if it is a laser printer.

These packages, in turn, consist of attributes visible at our conceptual
boundary, operations on a managed object, behavior of a managed object,
and the notifications emitted by a managed object class.

In packages, we have to consider the following key points:

The rules regarding the creation and deletion of managed objects
must be spelled out. The way managed object class instances relate to
each other must be specified. If there is any relationship with other
managed object class instances, these must be specified, too. Initial
value managed object IVMO) values are also outlined.

The attributes and operations that can be done on these attributes
should be indicated.

Attributes have a property list that defines operations that can be
done on them. The list can also supply details such as default values,
initial values, permitted values, and required values. For example, the
attribute tokenRingBandwidth can have a default value of 4 Mbits, if
the network has 4 Mbits as the most common value. However, the
permitted value can be anywhere from 0 to 100. The required values
can be in the range of 1 to 16 Mbits. When there is a default value of
4 Mbits, we can set the initial values to 1 Mbit in another token ring
that has mostly adapters with values of 1 Mbit.

The operations and notifications of managed object class instances
are specified. As noted earlier, operations on attributes are Get,
Replace Attribute Values, Replace with Default Value, Add Member,
and Remove Member. However, the operations on a managed object

www.pcltools.com

Wo9"S[001[0d" MMM



www.pcltools.com

Part 22 TMN Information Model and Protocols

class, such as Create and Delete, are part of the name binding tem-
plate. Actions are defined in action templates.

Now, let us define a package by combining the concepts we introduced
earlier.

tokenRingLan PACKAGE
BEHAVIOR tokenRingLanBeh
ATTRIBUTES tokenRingBandWidth REPLACE-WITH-DEFAULT,
tokenRingCardPrice GET,
tokenRingID PERMITTED VALUES
000000 -XXXXXXX,
tokenRingCounter INITIAL VALUE O;
ATTRIBUTE GROUPS tokenRingGroup;
ACTION tokenRingBypass;
NOTIFICATION tokenRingBeaconing;
tokenRingLanBeh BEHAVIOR
DEFINED AS "This LAN segment connects token ring";

In the preceding template, we have left out REGISTERED AS. If CON-
DITIONAL PACKAGES is to be used, then REGISTERED AS is required.

6.4.9 Name Binding Template

Name binding template is useful for defining the life cycles of managed
objects. It defines the rules for creating, deleting, copying, and naming
managed objects. Principles involved in naming are explained in X.720.
Each instance of a managed object class needs to have a unique name.
This is formed by concatenating the relative distinguished names (RDNss)
indicated in the naming tree. An RDN is unique with respect to its supe-
riors. The RDN consists of the naming attribute used in the name bind-
ing template and the value associated with it.

Return to the example of tokenRing. In the naming tree, lan Network
(Chapter 4, Figure 4-9) is the superior managed object class, if we con-
sider the tokenRing managed object class. To make up the name of a
managed object instance, we concatenate RDNs. It is necessary for one
attribute, known as a distinguishing attribute, to be unique in the man-
aged object class tokenRing, and this is used to distinguish each in-
stance.

Previously, we assumed that workstationIDs are uniquely assigned IDs
for identification purposes in the tokenRing network. This enables the
naming relationship of instances formed by using either network Address
or workstationID.
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tokenRingNaming NAME BINDING
SUBORDINATE OBJECT CLASS tokenRing AND SUBCLASSES;
SUPERIOR OBJECT CLASS lanNetwork;
WITH ATTRIBUTE workstationID;
BEHAVIOR workstationIDnaming;
CREATE WITH-AUTOMATIC-INSTANCE-NAMING;
DELETE ONLY-IF-NO-CONTAINED-OBJECTS;
REGISTERED AS {1 3589 20};
workstationIDnaming BEHAVIOR
DEFINED AS "This is unique identifier";

In the preceding name binding template, there are many interesting
issues. The distinguishing attribute is workstationID. It is used for form-
ing the RDN of lanNetwork. However, for forming a unique name or a
distinguished name, name binding of the superior managed object class
lanNetwork is used. SUBORDINATE OBJECT CLASS is actually the label
of the managed object class template. AND SUBCLASSES here states that
workstationID can be used for naming of subclasses of the managed
object class tokenRing. BEHAVIOR should specify the choices that must
be made if there is more than one name binding relationship.

When creating an object instance one need not specify a name
for the Create object operation. In Delete, by specifying ONLY-IF-NO-
CONTAINED OBJECTS, the Delete operations are limited or restricted. A
managed object that is being deleted may have zero or more objects con-
tained in it, so all the contained objects must be deleted before a Delete
operation is performed; otherwise, there will be an error.

With another option, DELETES-CONTAINED-OBJECTS, it doesn’t
matter whether there are contained objects. They are deleted, too.

6.4.10 Managed Object Class Template

The definition of a managed object class is uniformly done in a stan-
dard template to avoid the confusion that might result from different
people defining objects in different manners. This ensures that a2 man-
aged object class defined in place A can be interpreted easily in place B.
The good news is that we make use of templates we have previously
defined. The managed object class template is at the top of the defini-
tions hierarchy.

One of the important keywords is DERIVED FROM, which indicates
that all the characteristics of the superclasses in the inheritance hierarchy
will be inherited. The highest superclass is top. In other words, all managed
objects are derived from the managed object class top. Alsg all characteris-
tics of superclasses are inherited, and none can be excluded. We can add
more characteristics by including mandatory and conditional packages.
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However, while defining managed object classes, one can develop one’s
own inheritance hierarchy instead of specializing from top. Notice that
this may lead to the problem of interoperability with other systems.

The presence of mandatory packages is indicated by the keyword
CHARACTERIZED BY. As seen earlier packages may have behavior, attri-
butes, attribute groups, operations, and notifications. The presence of condi-
tional packages is identified by the keyword CONDITIONAL PACK AGES.

Making use of earlier definitions, a managed object class, tokenRing, is
defined.

tokenRing MANAGED OBJECT CLASS
DERIVED FROM lanNet;
CHARACTERIZED BY tokenRingLan;
CONDITIONAL PACKAGE tokenRingRouter PRESENT IF "connected
to an FDDI backbone LAN";
REGISTERED AS {1 3589 2};

In the preceding definition of the tokenRing managed object class, the
superclass is lanNet, which, in turn, may have its own superclasses. The
mandatory package is tokenRingLan, which has already been explained.
There is, however, one more conditional package of tokenRingRouter. It
specifies that this conditional package will be present only if the token
ring network is connected to an FDDI backbone. In this case, definitions
of tokenRingRouter will also be included. As mentioned earlier, REGIS-
TERED AS gives the unique identifier for a managed object class.

Compilers are available for managed object class definitions. These
compilers do the syntax checking on whether the managed objects
defined follow the Guidelines for the Definition of Managed Objects
(GDMO) format. These compilers furnish outputs in GDMO and ASN1
formats. Some front-end editors take the user-friendly screen inputs for
the definition of managed object classes in GDMO format. These editors
do the syntax checking and provide definitions of managed object classes
in GDMO format. This can be used as input to GDMO compilers.

We have already alluded to the possible ambiguities in the definition
of managed object classes due to BEHAVIOR. Some more limitations/
constraints of GDMO are:

The informational model cannot be refined beyond a certain stage
because of the object sizes and complexity of the object definitions.
# Interactions between objects are difficult to model. As a result, it is
difficult to combine different views of an object.
Modeling of same resources by different experts may result in differ-
ent managed object class definitions. There are also cases where some
prefer small managed object classes as compared to large complex
managed object classes. Some ambiguities in design will occur, as the
design of managed object classes is still an art.
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6.5 Notes on the ITU-T SMI
Documents

Important managed object classes are defined in X.721, Definition of Man-
agement Information. Refer to Table 6-1 for an explanation of the MOCs
defined in X.721. This is a core group of MOCs, and they can be used for
defining other managed object classes used in TMIN. Note that for expla-
nation of the syntax of some of the MOCs defined in X.721, we have to fur-
ther refer to other ITU recommendations furnished in references 6.3, 6.6,
6.7, 68, and 69. As an example while discriminator and event forwarding
discriminator MOCs are defined in X721, their syntax and event report
processing models are explained in X734, Event Report Management
Function (Reference 6.7). X.721 also defines attribute types, name bindings,
packages, attributes, action types, parameter types, and notification types.
In addition, conventions for conformance and templates for compliance
testing are specified in this document.

Packages defined in X721 are presented in Table 6-4. This document has
attribute types such as counter, gauge, counter-Threshold, gauge-Threshold,
and tideMark. These are useful for performance management. Twenty-five
EVENT-REPORT—related attributes are also defined in this document;
these are useful for different systems management functions. In addition,
state and relationship attributes are defined in this document. X.721 is quite
useful for defining our own managed object classes. It is, however, better to
reuse definitions furnished in the document.

X723 defines managed object classes that can be used as superclasses
for defining the managed object classes of individual layers. These man-

aged object classes, which are listed in Table 6-2, are known as generic man-

aged object classes. Name bindings to be used are furnished in this
document. These managed object classes can use inheritance and extend
the definitions of managed object classes defined in X.723. Some of the
objectives is to reduce duplication of efforts and inconsistencies in the
definition of managed object classes.

In addition, 28 attributes used in the definition of managed object
classes have been defined in document X.723. One attribute group (Coun-
ters), three Actions (activate, deactivate, and deactivateWhenNoUsers), and
one notification (communicationsInformation) have been defined. Note
that cIProtocolMachine can be used by an entity using a connectionless
mode communications function. Similarly, coProtocolMachine refers to a
connection-oriented communication function.
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Managed Object Classes Defined in X.721 and Their Descriptions.

Manazed Object Class

alarmRecord

attributeValueChangeRecord

discriminator

eventForwardingDiscriminator

eventLogRecord

log

logRecord

objectCreationRecord

Description

Used to define the format of logs for storing alarm notifications or alarm reports.
alarmRecord is a subclass of eventLogRecord.

Defines the format of logs for storing notifications or event reports due to
attribute value change. The attributeValueChangeDefinition attribute is a SET OF
identifier of the attribute whose value has changed, the old attribute value and a
new attribute value. Note that these values are read-only. The conditional package
sourcelndicatorPackage indicates whether the attribute value change is due to an
internal operation, 2 management operation, or an unknown source. Also, the
conditional package attributeldentifierListPackage provides the set of attribute
Ids of attributes whose value are being changed. This MOC is a subclass of
eventLogReport.

A superclass MOC introduced to control event reporting to external systems. The
attribute discriminatorConstruct furnishes the logical operations, which should
be evaluated to TRUE, to forward event reports. discriminatorConstruct functions
as a filter and determines which event reports are to be forwarded. Conditional
scheduling packages are used to control the scheduling of the event reports.

A subclass of discriminator. As this MOC is inherited from discriminator MOC,
eventForwardingDiscriminator sets conditions that should be satisfied before
event reports are sent to one or more destinations. If the active destination/
destinations fail, then a backup destination list is used to forward the event
reports. The attribute confirmedMode indicates whether the receipt of event
report has to be acknowledged or not.

A subclass of logRecord. This MOC defines the log records in a log due to event
reports or notifications. The log records can be classified by event types.

Derived from top; used to control the logging of information. Log is a collection
of records. The logging behavior is controlled by the discriminatorConstruct
attribute. logFull Action attribute states whether the oldest log record is deleted
(wrap) or to halt logging when the maximum log size is reached. Conditional
scheduling packages control the duration and start time of logging. The logging
may be done by an external system, if the externalScheduler conditional package
is present. maxL ogSize attribute specifies the size of the log in octets. current-
LogSize attribute indicates the current size of a log.

A subclass of top. logRecord managed objects are created for event reports or noti-
fications and represent the information stored in logs. loggingTime indicates the
time when a log record was stored in the log. logRecordId is a unique integer to
identify a log record.

A subclass of eventLogRecord. This MOC defines the format of logs for storing
object creation notifications or event reports. The conditional package sourceIndi-
catorPackage indicates whether the managed object has been created due to an
internal operation, 2 management operation, or an unknown source. Also the con-
ditional package attributeldentifierListPackage provides the list of attributes and
values when a managed object is created.
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TABLE 6-1 (Continued)
Managed Object Classes Defined in X.721 and Their Descriptions.

Manazed Object Class Deseription

objectDeletionRecord Similar in functionality to objectCreationRecord, except that this notification
or event report is received when a managed object is deleted instead of during
creation of a managed object.

relationshipChangeRecord Derived from eventLogRecord. This MOC is used for defining format of logs for
relationship change notifications or relationship change event reports. This MOC
also includes the conditional packages sourceIndicatorPackage and attribute-
IdentifierListPackage. We have discussed the functions of these packages in
attributeValueChangeRecord. The attribute relationshipChangeDefinition has a
similar syntax to that of attributeValueChangeDefinition.

security AlarmReportRecord Used for the specific purpose of logging when security alarm notifications or
security alarm reports are received. The security alarm cause and severity, and the
system that detects the alarm, are logged. Also, the alarm service requester and ser-
vice provider are logged.

stateChangeRecord Derived from eventLogRecord. This MOC is used for representing log records due
to state changes such as object creation, object deletion, relationship change, or
attribute value change log records. This MOC has also the conditional packages
sourcelndicatorPackage and attributeldentifierListPackage. The syntax of the
attribute stateChangeDefinition is similar to that of the attribute ValueChange-
Definition.

system Used to represent hardware or software used in information processing or infor-
mation transfer. This MOC can be used for naming other managed objects. The
mandatory attribute systemId, which can be used for uniquely identifying the
system managed objects, can be a graphic string, integer, or NULL. Another
mandatory attribute, systemTitle, which can also be used for identifying the
system managed object, can be a distinguished name, object identifier, or NULL.
The value of NULL is used when the system managed object is not configured or
when the attribute is not to be used for naming.

top The ultimate superclass in the class hierarchy of MOCs. Other MOCs involved in
information processing or information transfer hardware or software are special-
ized from the top or MOC:s specialized from top. top cannot be instantiated.
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TABLE 6-3
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tions in X.723.
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additionalInformationPackage
additional TextPackage
attributeldentifierListPackage
attributeListPackage
availabilityStatusPackage

correlated NotificationsPackage

notificationldentifierPackage
dailyScheduling

duration

externalScheduler
sourceIndicatorPackage

weeklyScheduling

6.6 TMN Information Model

Managed object classes for telecommunications resources such as telecom-
munications equipment and telecommunications services are defined in
ITU-T Recommendation M.3100, Generic Network Information Model
(Reference 6.10). M.3100 contains MOCs defined for physical resources and
logical resources. Physical resources can be PBXs, digital cross-connect sys-

tems, cards, and shelves. These are usually represented as NEs. Logical
resources can be communication protocols, logs, and network services.
The MOCs in M.3100 are defined using the GDMO. The MOCs, which are
similar, are grouped into different groups for convenience; these groups
are known as fragments. The MOCs defined in M.3100 are explained in

Table 6-3.

applicationProcess
communicationsEntity
communicationsInformationRecord
clProtocolMachine
coProtocolMachine

physicalMedia

S

Q
=
)
<
@
@)
=

port

sapl

sap2

singlePeerConnection

subSystem
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M.3100 Managed Object Classes and Their Descriptions.

Managed Object Class

Deseription

Network Fragment

network

networkR1

Represents a collection of telecommunications and management managed objects
associated with a single administrative entity. May be owned by a single customer
or provider, or associated with a specific service network.

A subclass of network MOC.

Managed Element Fragment

circuitPack

equipment

equipmentHolder
equipmentR1

managedElement

managedElementR1

managedElementComplex

software

softwareR1

Used to model a plug-in replaceable unit that can be inserted or removed from an
equipment holder. Line cards, processors, or power supply units are examples of
resources that can be modeled as circuitPacks. The attributes associated with the
MOCG, such as availabilityStatus, indicate whether the correct circuit pack is
installed. Similarly, administrativeState attribute is used to control the operation
of a circuitPack, and operationalState attribute permits us to know whether an
instance of the circuitPack is working or not. In addition to the attributes, there
are notifications for changes such as creation or deletion of circuitPack instances.
These are some of the basic principles of MOC manipulation.

Represents physical components including replaceable units. An equipment MOC
may be nested within another equipment MOC.

Used to represent resources that can hold physical resources.
A subclass of equipment MOC.

Represents a network element. A managed element communicates with a
manager/OS using Q interfaces.

A subclass of managed element.

Represents a collection of NEs. This grouping facilitates easy management of NEs
by an OS.

Used to represent logical information stored in equipment. Can represent software
or firmware used in equipment and data tables.

A subclass of software.

Termination Point Fragment

connectionTermination-
PointBidirectional

connectionTermination-
PointSink

connectionTermination-
PointSource

terminationPoint

Managed object originates and terminates a link connection.
Managed object terminates a link connection.
Managed object originates a link connection.

Represents termination of a transport entity such as a trail or connection. One or
more connections, when linked together, form a trail. A trail includes two trail ter-
mination points, one or more connections, and associated connection termination
points. A trail can be either unidirectional or bidirectional.
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TABLE 6-4 (Continued)
M.3100 Managed Object Classes and Their Descriptions.

Managed Object Class Description

trail TerminationPoint- Used to represent a termination point where one trail terminates and another
Bidirectional trail originates.

trailTerminationPointSink Represents a termination point where a trail terminates.

trail TerminationPointSource Used to model a termination point where a trail originates.

Switching and Transmission Fragment

circuitEndPointSubGroup Represents a circuit end point that connects one exchange to another.

connectionR1 Represents a connection used to transparently transfer infromation between con-
nection termination points. Connection is a component of a trail.

pipe Represents managed objects responsible for transfer of information between ter-
mination points. The information transfer is between a trail and connection.
Trail and connection have a client-server relationship.

trialR1 A subclass of pipe. Managed objects of this MOC are responsible for the integrity
of information transfer in a trail.

Cross-Connection Fragment

crossConnection Used to represent a connection that connects two termination points. Different
types of cross-connections are furnished in Appendix I of M.3100.

fabric Manages establishing and releasing of cross-connections. Alsg, managed objects
belonging to the fabric MOC are responsible for creating, removing, and modify-
ing termination points available in termination point pools and group termina-
tion points (GTPs).

fabricR1 A subclass of fabric.
gtp Represents a group of termination points managed as a single entity.
mpCrossConnection Assigns relationship between termination points or group termination points.

From termination is furnished by the fromTermination attribute and to termina-
tion is indicated by the toTermination attribute in the contained crossConnection
managed objects.

namedCrossConnection A subclass of crossConnection. Used for managing sensitive cross-connections. An
example is the line to the President of the United States.

namedMpCrossConnection A subclass of mpCrossConnection. This MOC is also used for managing sensitive
multiple cross-connections.

tpPool Represents a set of termination points or GTPs.

Functional Area Fragment

alarmRecord Defined in X721.
alarmSeverity- Specifies the alarm severity assigned to managed objects.
AssignmentProfile
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TABLE 6-5

Description of Man-
aged Object Classes
in Q.821, Alarm
Surveillance.

The MOC:s defined in M.3100 are generic and support a broad behav-
ior. MOC:s required for specific telecommunications resources have to be
specialized from the MOCs defined in M.3100. Many TMN application-
specific managed object classes are defined in ITU-T recommendations
such as Q821, Alarm Surveillance (Reference 6.11); Q822, Performance
Management (Reference 6.12); and Q823, Traffic Management (Reference
6.13). In addition to these standards bodies such as ANSI and ETSI have
defined their own managed object classes for specific purposes. Table 6-5
furnishes summaries of the MOCs defined in Q821 and Table 6-6 pro-
vides explanations of MOCs defined in Q822.

As a rule of thumb before defining new managed object classes, exam-
ine the availability of standard managed object classes. As an example, to
define performance managed object classes, use standard managed object
classes, such as scanner, defined in X.739, Metric Objects and Attributes.
However, if the standard managed object classes do not satisfy your spe-
cific needs, then specialize the managed object class from the standard
managed object classes.

Note that managed object classes use CMIP as the management proto-
col. FTAM can also be used in some cases.

Managed Object Class Description

currentAlarm- Used for the generation of current alarm summary reports.

SummaryControl This MOC is a subclass of top. The attribute objectList pro-
vides the list of managed objects for which current alarm
summaries have to be generated. The type of current alarm
summary can be controlled on the basis of the alarm status,
perceived severity, and probable cause. The scheduling of the
current alarm summary reports is done by the management-
OperationsSchedule managed object class.

managementOperations-  Provides the functionality to schedule periodic manage-

Schedule ment services on specified managed objects. The starting
and ending times of the scheduling activity are furnished
by the beginTime and endTime attributes, respectively.
Attribute interval provides the time between the occur-
rences of scheduling activities.
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TABLE 6-6 Managed
Description of ObjeceClass  Deseription
Managed Object . . . .
Classes in Q.822 currentData Contains current performance data. This MOC is derived from scanner
! MOC defined in X739. To create current performance data, the current-
Performance Data managed object is assumed to be contained in a managed object
Management. such as circuitPack. Attributes monitored are in the form of counters or
gauges. currentData has conditional packages to ensure creation of his-
tory data and to send scan report notifications. History data are formed
from current performance data at the end of each performance report-
ing interval as furnished by granularityPeriod. If conditional package
thresholdPkg is included, then quality of service alarm notifications are
sent to managing systems when threshold limits are crossed.
historyData Derived from top. At the end of each current performance data collec-

tion interval, a copy of the current data is stored in an instance of the
historyData. Note that the creation of the historyData managed object
is optional and a historyData managed object is created if discrimina-
torConstruct in the conditional package, filterSuppressionPkg, evaluates
to TRUE  filterSuppressionPkg is a conditional package in currentData
MOC.

thresholdData  Specialized from top. Contains values of counter or gauge threshold
settings.

6.7 Example of GDMO
and ASN.1 Definitions

Here we furnish an example of how GDMO and ASNI1 definitions for
managed object classes are made. The primary motivation for this exam-
ple is to define a managed object class showing the steps involved in the
definitions of a MOC. The syntax checking can be performed with
GDMO and ASN1 compilers.

In this simplistic example managed ElementDiagnosticTest is the MOC
designed to perform diagnostic test on an NE. This test is performed from
an OS. Note that we have deliberately borrowed the ASN1 definitions from
X721 and other standard documents. In real life it is not necessary to
include those definitions, which are defined in other modules. Instead,
while performing ASN1 compilations, the modules are imported.

Basically, managedElementDiagnosticTest includes only one package—
managedElementDiagnosticTestPkg. This package includes the attribute
diagnosticTestDestination, which indicates the NE on which the diagnos-
tic test has to be performed.
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This package also includes two ACTIONS—performDiagnosticTest and
abortDiagnosticTest. ACTION performDiagnosticTest is used to initiate
the diagnostic test on the destination indicated by the attribute diagnos-
ticTestDestination. ACTION abortDiagnosticTest aborts a diagnostic test
in progress. Usually, it is essential to have a mechanism to end an ACTION
which performs starting of some actions. These two ACTIONS perform
the functions required, and the replies sent do not contain much infor-
mation except whether ACTION command has been accepted or not and
the reasons for accepting or rejecting the ACTIONS. The detailed results
of ACTION performDiagnosticTest are sent in the notification diagnos-
ticTestResult. Notice that values in REGISTERED AS are arbitrary.

Notice that in the example furnished below, module definitions for
GDMO and ASNI1 are not furnished.

6.7.1 GDMO Definitions

managedElementDiagnosticTest MANAGED OBJECT CLASS
DERIVED FROM Recommendation X.721 | ISO/IEC 10165-2: 1992"
:top;
CHARACTERIZED BY
managedElementDiagnosticTestPky;
REGISTERED AS {2 9 3 4 3 0}

managedElementDiagnosticTestPkyg PACKAGE
BEHAVIOR managedElementDiagnosticTestBeh;
ATTRIBUTES
diagnosticTestDestination
GET-REPLACE;
ACTIONS
performDiagnosticTest,
abortDiagnosticTest;
NOTIFICATIONS
diagnosticTestResult;
REGISTERED AS {2 9 3 4 4 1}

managedElementDiagnosticTestBeh BEHAVIOR
DEFINED AS
"This package ig defined to perform and abort
diagnostic tests on a managed element or NE. This test
ig run from an 0S."

diagnosticTestDestination ATTRIBUTE
WITH ATTRIBUTE SYNTAX DiagnosticTestDestination;
MATCHES FOR EQUALITY, ORDERING, SUBSTRINGS;
BEHAVIOR diagnosticTestDestinationBeh;
REGISTERED AS {2 9 3 4 7 1}

diagnosticTestDestinationBeh BEHAVIOR
DEFINED AS
"This attribute identifies a network element and has
the syntax of NameType. NameType is defined in M.3100."
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abortDiagnosticTest ACTION
BEHAVIOR abortDiagnosticTestBeh;
WITH INFORMATION SYNTAX AbortDiagnosticTestInfo;
WITH REPLY SYNTAX AbortDiagnosticTestReply;

REGISTERED AS {2 9 3 4 9 1}

abortDiagnosticTestBeh BEHAVIOR
DEFINED AS
"This action is used for aborting a diagnostic test on
a NE which has been started by performDaignosticTest

ACTION."
performDiagnosticTest ACTION
BEHAVIOR performDiagnosticTestBeh;
WITH INFORMATION SYNTAX PerformDiagnosticTestInfo;
WITH REPLY SYNTAX PerformDiagnosticTestReply;

REGISTERED AS {2 9 3 4 9 0}

performDiagnosticTestBeh BEHAVIOR
DEFINED AS
"This action is used for performing diagnostic tests on
a NE."
diagnosticTestResult NOTIFICATION
BEHAVIOR diagnosticTestResultBeh;

WITH INFORMATION SYNTAX DiagnosticTestResultInfo;
REGISTERED AS {2 9 3 4 10 0}

DELETE ONLY-IF-NO-CONTAINED-OBJECTS;
REGISTERED AS {2 9 3 4 6 0}

§§ diagnosticTestResultBeh BEHAVIOR

(@) DEFINED AS

© "This notification is used to send the results of a

@5 diagnostic test on a NE."

(@)

(@) managedElementDiagnosticTest-managedElement NAME BINDING

= SUBORDINATE OBJECT CLASS managedElementDiagnosticTest and

Q SUBCLASSES NAMED BY SUPERIOR OBJECT CLASS managedElement ;

C% WITH ATTRIBUTE managedElementId;

% BEHAVIOR managedElementDiagnosticTest-managedElementBeh;
CREATE;

managedElementDiagnosticTest-managedElementBeh BEHAVIOR
DEFINED AS
"This is for name binding of the managed objects diag-
nostic tests. Diagnostic test objects can be created
and deleted if there are no contained objects. man-
agedElementId is defined in M.3100."

6.7.2 ASN.1 Definitions

AbortDiagnosticTestInfo ::= SEQUENCE {
diagnosticTestDestination [0] DiagnosticTestDestination,
additionalInformation [1] AdditionalInformation}
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AbortDiagnosticTestReply ::= SEQUENCE {
acceptedOrRejectedReason [0] AcceptedOrRejectedReason,
additionalInformation [1] AdditionalInformation}
AcceptedOrRejectedReason ::= ENUMERATED {

accepted (0),

rejected (1),
notAllowedInCurrentState (2),
diagnosticTestInProgress (3),
diagnosticTestIsNotBeingDone (4),
diagnosticTestNotSupported (5)1}

AdditionalInformation ::= SET OF ManagementExtension
DiagnosticTestDestination ::= NameType
DiagnosticTestResultInfo ::= SEQUENCE {
acceptedOrRejectedReason [0] AcceptedOrRejectedReason,
additionText [1] GraphicString,
additionalInformation [2] AdditionalInformation
OPTIONAL
}
ManagementExtension ::= SEQUENCE {
identifier OBJECT IDENTIFIER,
significance [1] BOOLEAN DEFAULT FALSE,
information [2] ANY DEFINED BY Identifier }
NameType ::= CHOICE { numericName INTEGER,
pSting GraphicString}
PerformDiagnosticTestInfo ::= SEQUENCE {
diagnosticTestDestination [0] DiagnosticTestDestination,
additionalInformation [1] AdditionalInformation }
PerformDiagnosticTestReply ::= SEQUENCE {
acceptedOrRejectReason [0] AcceptedOrRejectReason,
additionalInformation [1] AdditionalInformation}

6.8 Summary

In this chapter, we have discussed how a managed object class is defined
using templates. This information is furnished in ITU-T X.722, Guidelines
for the Definition of Managed Objects (GDMO). Along with this, we have
examined the different templates, such as attribute, action, attribute group,
notification, and behavior. An overview of ITU-T X.721 and X.723 has also
been presented. We have discussed M.3100, as it is an important part of
the TMN information model. We have ended the chapter by providing an
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example of defining a hypothetical managed object class to explain the
processes and steps involved in defining a managed object class.
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7.1 Introduction

In Chapter 1, Section 1.8, we discussed important concepts such as man-
agers and agents. Management information must be communicated be-
tween a manager and agents. Without this, a manager cannot know what
is happening in the objects under the control of agents. To build any use-
ful system management functional application, a manager needs to gather
management information on objects and, sometimes, store it. For gather-
ing this management information, we will examine how associations
between managers and agents are made.

Also, there are management protocols between manager and agents
that must be explored. How frames are formed and carried between a
manager and agents is examined in this chapter. We must note here that
ITU-T recommendations furnish generic descriptions of services and
protocols and rules for communications between peer systems. It is up to
users to interpret these services and protocols and package them into
meaningful profiles of management protocols between manager and
agents. ITU-T recommendations also furnish generic definitions, such as
those for service providers and service users. However, these terms have to
be tailored to suit the TMIN and system management requirements.

7.2 Application Layer
Component Concepts

The topmost layer of the OSI reference model is the application layer The
application layer functions and the functions below it are used by the
application process (AP). Figure 7-1 illustrates the concept of an AP. An AP
combines all the information processing and communication aspects that
are grouped together and given a single name for remote reference. An
example of an AP is the retrieval of information from a database. This
database may be in another open system, so retrieval will include differ-
ent aspects such as establishing an association and communicating the
command, in turn consisting of querying, receiving the response, and
processing and presenting the response.

One AP may use one or more application entities (AEs) to represent its
communications aspects. The application layer appears as a collection of
AEs, each of which includes information for communicating with an-
other peer AE. AEs use the immediate lower layer of presentation services
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Concepts of applica-
tion process, applica-
tion entity, application
context, and appli-
cation association.
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to communicate with each other A cooperative logical connection
between two AEs is known as an application association (AA). See Figure 7-1
for a depiction of an AA.

Functions of AEs required for cooperative processing are broken down
further into application service clements (ASEs). These ASEs represent a col-
lection of communication capabilities packaged into a module. One ASE
may communicate with another ASE in the same application layer or
with ASEs in other peer open systems using lower layers. These have their
own service definitions and protocol specifications.

There are generic ASEs such as the association control service element
(ACSE) and the remote operations service clement (ROSE), as well as specialized
ASEs such as the common management information service element (CMISE),
the systems management application service element (SMASE), and file transfer,
access, and management (FTAM). The reliable transfer service element (RTSE) is
used for bulk data transfers. Because RTSE is not much used in TMN, we
will not discuss it here. For details on RTSE refer to X.218, Reliable Trans-
fer: Model and Service Definition (Reference 7.9) and X.228, Reliable
Transfer: Protocol Specification (Reference 7.10).

There are advantages to classifying functions into generic ASEs. For
example, if the establishment of an association for the transfer of messages
such as in e-mail or a message handling system (MHS) is required, an ACSE
can be used to establish the connection instead of “reinventing the wheel”
Then, for any specific portion of the MHS, an MHS ASE can be used.
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For a manager and agents to communicate, each must know about the
other; thus the application context (AC) must be known. AC refers to the
ASEs used between a manager and agents and the protocols used. For
interoperability, ASEs and the rules for using them are grouped into iden-
tifiable ACs (see Figure 7-1). This application context is identified by an
application context name, which is an object identifier. An application con-
text assists in the cooperative working of AEs. This is one of the impor-
tant parameters used during association or connection establishment. A
run-time instance of an ASE is known as an ASE invocation. A collection
of these invocations is known as a control function (CF).

7.3 Systems Management
Service Elements

As we will refer to protocol data unit (PDUs) often, let us investigate what
a PDU is. A PDU is a unit of data associated with a protocol. A PDU has
protocol control information (PCI), which contains information to coor-
dinate operation between two N entities, and possibly user data as shown
in Figure 7-2 In the case of service data unit (SDU), the data are preserved
during data transfer between peer (N + 1) entities and are not interpreted
by the N entities.

When PDUs are associated with a particular protocol, they are given
unique names. As an example, when PDUs are associated with application
layer, these PDUs are known as application protocol data units (APDU).

ASEs such as ACSE, ROSE, CMISE and SMASE are used by a systems
management application entity (SMAE), as shown in Figure 7-3. SMASE is
used to form management application protocol data units (MAPDUs). These

(N+1)-Layer I (N+1)-PDU |
y

| (N)-SDU |

(N)-Layer | PR I -SDU |
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MAPDUs as well as pass-through CMIP APDUs carry management infor-
mation from one SMAE to another. The communication of management
information between SMAEs is carried out by the common management
information protocol (CMIP), or possibly by means of other communication
services provided by ASEs such as file transfer or transaction processing (TP).

In TB the key concept is transaction. The properties of a transaction
are atomicity, consistency, isolation, and durability. Atomicity means that
either all operations of a unit of work are performed or none of the oper-
ations are performed. Consistency refers to the units of work being per-
formed accurately, correctly, and with validity. By isolation, we mean that
partial results of a unit of work are not available. Durability represents the
characteristic whereby a failure or any other action does not affect the
results of the unit of work performed.

SMASE uses CMIS services. This frame is formed in CMISE, then trans-
formed into the CMIP protocol frame in the common management infor-
mation protocol machine (CMIPM). Here CMIPM is a finite state machine
(FSM). The CMTIP APDU has the appropriate ROSE headers to form the
frame suitable for transfer of management data via underlying presenta-
tion services to another SMAE.

However, initially, for communication to take place between SMAEs, an
association must be formed. This is a rather complex operation. The two
SMAEs involved in forming an association must support similar func-
tional units. A functional unit is an abstract concept used for combining
service options. These functional units assist in providing systems man-
agement services. It may be noted here that there are functional units for
the presentation layer as well as for the session layer. If functional units
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between two SMAEs are similar, there is not much of a problem. But there
may be cases where functional units supported by SMAEs are not similar.
For this reason, during association, the characteristics of the association
need to be negotiated. This is done with the help of ACSE services. Suc-
cessful interoperability is improved by the use of a standardized applica-
tion context and standard profile that specifies common application,
presentation, and session layer options.

7.4 ACSE Services

For systems management purposes, management information needs to
be transferred between a manager and agents. For data transfer between
a manager and agents, a connection or association must be established
initially. In addition, there should be the ability to release the connection
when a manager and an agent do not want to communicate any longer.
The ACSE services used for establishing an association and, subsequently,
releasing the association formed are shown in Table 7-1. Release of an asso-
ciation means orderly closing and, in some cases, aborting the association.
The prefix A- is added to ACSE services to distinguish them from other
application layer services.

ACSE protocols are described in X.217, Service Definition for the Associ-
ation Control Service Element (Reference 7.1). Authentication for connec-
tionless ACSE was not available in X.217 service definitions; therefore, it was
added in Amendment 1 to X.217 (Reference 7.2). Connection-oriented ACSE
protocols are described in X.227 (Reference 7.3) and the connectionless ACSE
protocols are explained in X237 (Reference 7.5). In ASN1 definitions some
holes are left to provide for the possible extensions to the connection-
oriented and connectionless ACSE protocols; these are provided by amend-
ments to X.227 (Reference 7.4) and X.237 (Reference 7.6). Also, the amendment
to X237 (Reference 7.6) includes authentication parameters.

Communication Mode Service Type

Connection-oriented A-ASSOCIATE Confirmed
A-RELEASE Confirmed
A-ABORT Nonconfirmed
A-P-ABORT Provider-initiated

Connectionless A-UNIT-DATA Nonconfirmed
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ACSE services have the following two modes of operation:

Normal mode: Used in OSI management and TMN. In normal

mode, ACSE services use presentation and session services, and A-
ASSOCIATE services furnish the parameters of both presentation and
session services. In normal mode, session services layer restrictions
such as length must also be taken into consideration.

X410-1984 mode: Originally used with the MHS for ACSE This mode
uses a null presentation layer, and A-ASSOCIATE services do not pro-
vide presentation and session services parameters. There may be applica-
tions using the X.410-1984 mode so it has been provided for backward
compatibility with ACSE service of applications that require the X410
1984 mode. This mode is not used in OSI management and TMN.

ACSE services subsequently explained assume underlying connection-
oriented services. Connection-oriented ACSE services support the follow-
ing three functional units:

Kernel functional unit: s always present and includes the services
A-ASSOCIATE, A-RELEASE, A-ABORT, and A-P-ABORT.

Authentication functional unit: Supports authentication while establish-
ing association. Password verification is one of the commonly used
methods for authentication. Authentication rules are negotiated while
establishing the association. To support authentication, additional
parameters are added to the A-ASSOCIATE and A-ABORT services.
A-ASSOCIATE includes Authentication-mechanism name, Authentica-
tion value and ACSE requirements. Authentication-mechanism name
indicates the authentication function/mechanism used. If there is no
authentication-mechanism name, then the authentication mechanism
used is implicit. Authentication value includes the authentication
value generated by the authentication function used. We will look
into the parameter, ACSE requirements, later. A-ABORT has one addi-
tional parameter, diagnostic, included for authentication. Diagnostic
includes the reasons related to authentication failures.
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Application context negotiation functional unit: Is used to negotiate appli-
cation contexts while establishing association. If this functional unit
is included, the acceptor has to select one or more application contexts
mentioned in the Application Context Name or Application Context
Name List. This functional u