www.pclitools.com

WO S|00)[0d" MAMM

www.pcltools.com



www.pcltools.com

OTHER McGRAW-HILL
TELECOMMUNICATION BOOKS
OF INTEREST

Ali  Digital Switching Systems

Ash  Dynamic Routing in Telecommunications Networks
Benner Fibre Channel

Best  Phase-Locked Loops, Third Edition

Clayton McGraw-Hill Illustrated Telecom Dictionary
Faynberg Intelligent Network Standards

Feit TCP/IP Second Edition

Gallagher Mobile Telecommunications Networking with I15-41
Goralski Introduction to ATM Networking

Harte Cellular and PCS: The Big Picture

Harte GSM Superphones

Heldman Information Telecommunications

Heldman Competitive Telecommunications

Kessler ISDN Third Edition

Kuruppilai Wireless PCS

Lachs Fiber Optic Communications

Lee Mobile Cellular Telecommunications, Second Edition
Lee Mobile Communications Engincering, Second Edition
Logson Mobile Communication Satellites

Macario Cellular Radio, Second Fdition

Muller  Desktop Encyclopedia of Telecommunications
Muller Mobile Télecommunications Factbook

Pecar  Telecommunications Factbook

Richharia Satellite Communications Systems, Second Edition
Roddy Satellite Communications, Second FEdition

Rohde et al. Communications Receivers, Second Edition
Russell  Signaling System #7, Second Edition

Russell  Telecommunications Protocols

Simon et al.  Spread Spectrum Communications Handbook
Smith  Cellular Design and Optimization

Smith Practical Cellular and PCS Design

Tsakalakis PCS Network Deployment

Turin Digital Transmission Systems

Winch Telecommunication Transmission Systems, Second Fdition

Wo9"S[001[0d" MMM

www.pcltools.com



www.pcltools.com

Telecommunications
Management Network

Divakara K. Udupa

Wo9"S[001[0d" MMM

McGraw-Hill
New York « San Francisco » Washington DC « Auckland « Bopold
Caraeas + Lishon * London » Madrid » Mexieo City * Milan
Montreal « New Dellai « Sans Juan » Sinpapore
Sydney » Toiye « foronto

www.pcltools.com



www.pcltools.com

McGraw-Hill 2

A Division of The McGraw-Hill Companies

Copyright © 1999 by The McGraw--Hill Companies,Inc. All rights reserved. Manufactured in the United States of America. Except as
permitted under the United States Copyright Act of 1976, no part of this publication may be reproduced or distributed in any form or
by any means, or stored in a database or retrieval system, without the prior written permission of the publisher.

0-07-136943-0

The material in this eBook also appears in the print version of this title: 0-07-065815-3.

All trademarks are trademarks of their respective owners. Rather than put a trademark symbol after every occurrence of a trade-
marked name, we use names in an editorial fashion only, and to the benefit of the trademark owner, with no intention of infringe-
ment of the trademark. Where such designations appear in this book, they have been printed with initial caps.

McGraw-Hill eBooks are available at special quantity discounts to use as premiums and sales promotions, or for use in corporate
training programs. For more information, please contact George Hoare, Special Sales, at george_hoare @megraw-hill.com or (212)
904-4069.

TERMS OF USE

This is a copyrighted work and The McGraw-Hill Companies, Inc. (“McGraw-Hill”) and its licensors reserve all rights in and to the
work. Use of this work is subject to these terms. Except as permitted under the Copyright Act of 1976 and the right to store and
retrieve one copy of the work, you may not decompile, disassemble, reverse engineer, reproduce, modify, create derivative works
based upon, transmit, distribute, disseminate, sell, publish or sublicense the work or any part of it without McGraw-Hill’s prior con-
sent. You may use the work for your own noncommercial and personal use; any other use of the work is strictly prohibited. Your
right to use the work may be terminated if you fail to comply with these terms.

THE WORK IS PROVIDED “AS IS”. McGRAW-HILL AND ITS LICENSORS MAKE NO GUARANTEES OR WARRANTIES
AS TO THE ACCURACY, ADEQUACY OR COMPLETENESS OF OR RESULTS TO BE OBTAINED FROM USING THE
WORK, INCLUDING ANY INFORMATION THAT CAN BE ACCESSED THROUGH THE WORK VIA HYPERLINK OR
OTHERWISE, AND EXPRESSLY DISCLAIM ANY WARRANTY, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED
TO IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. McGraw-Hill and its
licensors do not warrant or guarantee that the functions contained in the work will meet your requirements or that its operation will
be uninterrupted or error free. Neither McGraw-Hill nor its licensors shall be liable to you or anyone else for any inaccuracy, error
or omission, regardless of cause, in the work or for any damages resulting therefrom. McGraw-Hill has no responsibility for the con-
tent of any information accessed through the work. Under no circumstances shall McGraw-Hill and/or its licensors be liable for any
indirect, incidental, special, punitive, consequential or similar damages that result from the use of or inability to use the work, even
if any of them has been advised of the possibility of such damages. This limitation of liability shall apply to any claim or cause what-
soever whether such claim or cause arises in contract, tort or otherwise.

DOI: 10.1036/0071369430

www.pcltools.com

Wo9"S[001[0d" MMM



DEDICATION

To Father, Ramakrishna
Mother, Varija
Wife, Rajalakshmi
Brother, Dr. Sudhakara

www.pcltools.com
Wo9°6|001[0d" MMM

Copyright 1999 The McGraw-Hill Companies, Inc. Click Here for Terms of Use.

www.pcltools.com



This page intentionally left blank.

www.pclitools.com

WO S|00)[0d" MAMM

www.pcltools.com



CONTENTS

Preface

Acknowledgments

1 TMN CONCEPTS

Chapter 1 TMN Overview

1.1 Introduction

1.2 Evolution of TMN

1.3 What Is TMIN?

1.4 TMN Standards Bodies

1.5 Network Management, Systems Management, and TMN
1.6 Systems Management Functional Areas

1.7 Managed Object, Managed Object Class, and
Management Information Model

.7.1 Managed Object

.7.2 Managed Object Class

.7.3 Information Model

1.8 Manager, Agent, and Management Information
1.9 TMN Management Layers

1.10 Conventions Used in This Book

1.11 Summary

1.12 References

—_— ma =

www.pcltools.com

Chapter 2 TMN Architecture, Interfaces, OAM&E and CNM

2.1 Introduction
2.2 TMN and Telecommunications Networks
2.3 TMN Architecture
2.3.1 Functional Architecture
2.3.2 Physical Architecture
2.3.3 Interfaces
2.3.4 Information Architecture
2.4 OAM&P

Copyright 1999 The McGraw-Hill Companies, Inc. Click Here for Terms of Use.

www.pcltools.com

- = NN W

—_ =

12
13
14
15
15
19
21
22
22

23

24
24
25
26
31
33
35
37

vii

Wo9"S[001[0d" MMM



Chapter 3

www.pcltools.com

Contents
2.5 CNM 38
2.5.1 CNM Functional Architecture 39
2.5.2 CNM Physical Architecture and Interfaces 40
2.5.3 CNM Management Services 41
2.5.4 ANSI-based CNM 42
2.6 Conformance 44
2.7 Summary 45
2.8 References 45
TMN Management Services and TMN Functions 47
3.1 Introduction 48
3.2 TMN Management Services 48

3.2.1 Mapping of SMFAs and TMN Management Function
Set Groups 53

3.3 TMN Management Function Sets and Management

Functions 54
3.4 Performance Management 54
3.4.1 Performance Quality Assurance 55
3.4.2 Performance Monitoring 55
3.4.3 Performance Management Control 56
3.4.4 Performance Analysis 56
3.5 Fault Management 57
3.5.1 RAS Quiality Assurance 57
3.5.2 Alarm Surveillance 57
3.5.3 Fault Localization 58
3.5.4 Fault Correction 59
3.5.5 Testing 59
3.5.6 Trouble Administration 60
3.6 Configuration Management 60
3.6.1 Network Planning and Engineering 60
3.6.2 Installation 61
3.6.3 Service Planning and Negotiation 62
3.6.4 Provisioning 62
3.6.5 Status and Control 63
3.7 Accounting Management 64
3.7.1 Usage Measurement 64
3.7.2 Tariffing/Pricing 64
3.7.3 Collections and Finance 65
3.7.4 Enterprise Control 66
3.8 Security Management 66

www.pcltools.com

Wo9"S[001[0d" MMM



Contents

Chapter 4

www.pcltools.com

3.8.1 Prevention
3.8.2 Detection
3.8.3 Containment and Recovery
3.8.4 Security Administration
3.9 Implementation Notes
3.10 Summary
3.11 References

TMN INFORMATION MODEL AND PROTOCOLS

TMN Terms and Concepts

4.1 Introduction
4.2 Service Access Point
4.3 Service Provider and Service User
4.4 Service Definition and Protocol Specification
4.5 Connection and Connectionless Modes
4.6 Service Primitives
4.7 Communication Between Managed Objects and Agents
4.8 Management Domain
4.9 Management Information Hierarchies
4.9.1 Registration Hierarchy
4.9.2 Inheritance Hierarchy
4.9.3 Containment Hierarchy
4.10 Object Naming
4.11 Scoping
4.12 Filtering
4.13 Synchronization
4.14 Polymorphism
4.15 Allomorphism
4.16 Management State
4.16.1 Generic State Attributes
4.16.2 Status Attributes
4.17 Attributes for Relationships
4.18 General Relationship Model
4.19 Management Information Tree (MIT)
4.20 Intelligent Agents
421 Summary
4.22 References
4.23 Further Reading

www.pcltools.com

67
67
67
68
69
75
75

77

79

80
81
81
82
83
84
85
86
89
90
91
92
92
94
95
97
98
99
99
100
101
103
104
105
105
107
107
108

Wo9"S[001[0d" MMM



www.pcltools.com

Chapter 5

Chapter 6

Contents
Abstract Syntax and Transfer Syntax 109
5.1 Introduction 110
5.2 Abstract Syntax Notation One (ASN.1}) 110
5.2.1 Simple Types 112
5.2.2 Structured Types 115
5.2.3 Tagged Types 117
5.2.4 Module Definitions 122
5.2.5 Subtypes 123
5.3 X.680 125
5.3.1 X.208 Versus X.680 125
5.4 Basic Encoding Rules (BER) 132
5.4.1 Identifier Field 133
5.4.2 Length Field 135
5.4.3 Data Contents Field 136
5.5 Notes on the Use of ASN.1 and BER 142
5.6 Summary 143
5.7 References 143
5.8 Further Reading 144
Structure of Management Information and
TMN Information Model 145
6.1 Introduction 146
6.2 Overview of the Structure of Management Information
{SMI) Documents 146
6.3 Managed Object Class 147
6.4 Guidelines for the Definition of Managed Objects
(GDMOj Templates 148
6.4.1 Attribute 150
6.4.2 Attribute Template and Definition 151
6.4.3 Attribute Group 153
6.4.4 Action Template 154
6.4.5 Behavior Template 155
6.4.6 Notification Template 155
6.4.7 Parameter Template 156
6.4.8 Package Template 157
6.4.9 Name Binding Template 158
6.4.10 Managed Object Class Template 159
6.5 Notes on the ITU-T SMI Documents 161
6.6 TMN Information Model 164
6.7 Example of GDMO and ASN.1 Definitions 168

www.pcltools.com

Wo9"S[001[0d" MMM



www.pcltools.com

Contents

Chapter 7

6.7.1 GDMO Definitions
6.7.2 ASN.1 Definitions
6.8 Summary
6.9 References

ACSE, ROSE, CMISE, and CMIP

7.1 Introduction
7.2 Application Layer Component Concepts
7.3 Systems Management Service Elements
7.4 ACSE Services
7.4.1 ACSE Application Protocol Data Units (APDUs)
7.4.2 A-ASSOCIATE
7.4.3 A-RELEASE
7.4.4 A-ABORT
7.4.5 A-P-ABORT
7.4.6 Connectionless ACSE
7.5 Remote Operations Service Element (ROSE)
7.5.1 RO-INVOKE
7.5.2 RO-RESULT
7.5.3 RO-ERROR
7.5.4 RO-REJECT
7.6 Common Management Information Service Element
{CMISE)
7.6.1 M-EVENT-REPORT
7.6.2 M-GET
7.6.3 M-CANCEL-GET
7.6.4 M-SET
7.6.5 M-ACTION
7.6.6 M-CREATE
7.6.7 M-DELETE
7.7 Functional Units
7.7.1 Kernel Functional Unit
7.7.2 Multiple Object Selection Functional Unit
7.7.3 Multiple Reply Functional Unit
7.7.4 Filter Functional Unit
7.7.5 Extended Service Functional Unit
7.7.6 Cancel GET Functional Unit
7.8 Common Management Information Protoco! (CMIP)
7.9 Systems Management Operations on Objects and
Attributes

www.pcltools.com

169
170
171
172

175

176
176
178
180
182
182
186
187
188
188
189
191
192
192
192

193
196
196
198
199
199
199
200
200
200
200
201
201
201
201
202

203

Wo9"S[001[0d" MMM



www.pcltools.com

Chapter 8

Contents
7.10 Pass-through Services 204
7.11 Summary 206
7.12 References 206
7.13 Further Reading 207

Internet Network Management: SNMPv1, SNMPv2,
and SNMPv3

8.1 Introduction
8.2 Internet Network Management Framework (SNMPv1)
8.3 Internet Objects
8.4 Management Information Base (MIB-l)
8.4.1 Internet Registration Hierarchy
8.4.2 Object Instance [dentification
8.4.3 Table Manipulation
8.4.4 MIB-Il Details (RFC1213)
8.5 SNMPv1 Protocol and Protocol Details
8.5.1 Functioning of SNMPv1 PDUs
8.6 Proxy
8.7 SNMP over Different Protocols
8.8 SNMPv2
8.8.1 SNMPv2 Structure of Management Information (SMI)
8.8.2 SNMPv2 Textual Convention
8.8.3 SNMPv2 Protocol Messages
8.8.4 Transport Mapping for SNMPv2
8.8.5 SNMPv2 MIB
8.8.6 Coexistence Between SNMPv1 and SNMPv2
8.8.7 Device-Dependent Objects
8.9 SNMPv3
8.9.1 SNMPv3 Architecture
8.9.2 SNMP Engine
8.9.3 SNMPv3 Applications
8.9.4 Abstract Service Interfaces and Primitives
8.9.5 SNMPv3 Textual Conventions
8.9.6 User-Based Security Model
8.9.7 View-based Access Control Model
8.9.8 SNMPv3 MIB Modules
8.10 Advantages of SNMP
8.11 Notes on SNMP
8.12 Coexistence Between SNMP and CMIP
8.13 Interoperability with ITU-T/OSI

www.pcltools.com

209

210
213
215
218
219
220
222
223
223
225
229
230
231
232
236
237
239
240
242
243
243
244
246
249
250
252
254
255
255
260
260
263
263

Wo9"S[001[0d" MMM



www.pcltools.com

Contents

8.14 Implementation Notes

8.15 Internet Standardization Process
8.16 Summary

8.17 References

8.18 Further Reading

Part 3 TMN APPLICATIONS

Chapter 9

Chapter 10

Network Management for Mobile Communications

9.1 Introduction

9.2 Overview of Network Management for Mobile

Communications
9.3 ANSI Network Management for PCS
9.4 ETSI Network Management for DCS
9.4.1 GSM Architecture

9.4.2 Overview of Network Management of PLMN

9.4.3 Operation, Administration, and Maintenance (OAM)

9.4.4 PLMN Information Model
9.4.5 Common Management Functions

9.4.6 Different Protocol Layers and Standards

9.5 Summary
9.6 References
9.7 Further Reading

Broadband Network Management

10.1 Introduction
10.2 B-ISDN Protocol Reference Model
10.3 SDH Network Management

10.3.1 Fault Management

10.3.2 Performance Management

10.3.3 SDH Managed Object Classes

10.3.4 SDH Management Protocol Stack
10.4 SONET Network Management

10.4.1 Overview of SONET Architecture
10.5 Operation and Maintenance (OAM)
10.6 ATM Network Management

10.6.1 ATM Forum Network Management

10.7 Important Issues in Broadband Network Management

www.pcltools.com

264
265
265
266
267

269

271

272

273
274
276
276
278
279
280
282
283
286
286
287

289

290
290
292
295
296
297
298
298
298
303
306
307
319

Wo9"S[001[0d" MMM



www.pcltools.com

Xiv

Chapter 11

Chapter 12

Contents
10.8 Summary 319
10.9 References 320
Recent Trends: Distributed Network Management,
CORBA, Java, Web, and TMN 323
11.1 Introduction 324
11.2 Distributed Processing 324
11.3 Open Distributed Processing 325
11.4 Distributed Network Management 328
11.5 Open Distributed Management Architecture (ODMA) 329
11.6 CORBA 331
11.6.1 Overview of CORBA Architecture 331
11.6.2 CORBA Services 332
11.6.3 How CORBA Applications Work 334
11.6.4 CORBA-based TMIN 335
11.6.5 TMN and CORBA Integration 338
11.6.6 Joint Interdomain Management (JIDM) 340
11.6.7 CORBA Implementation Notes 343
11.7 Web-based TMN 344
11.8 Web-based Enterprise Management 347
11.8.1 WBEM and TMN 351
11.9 Java and TMN 353
11.10 Java Management AP! 354
11.11 Summary 355
11.12 References 356
11.13 Further Reading 357
Software Management Frameworks, TMN Chaillenges,
and Trends 359
12.1 Introduction 360
12.2 Management Frameworks 361
12.2.1 Communication Infrastructure 361
12.2.2 MIB Manipulation Tools 363
12.2.3 GDMO and ASN.1 Compilers 364
12.2.4 Manager and Agent Code Generators 364
12.2.5 GUI and Presentation Service Generators 366
12.2.6 Persistent Storage 366
12.2.7 Process Management 367
12.2.8 Management Applications 367
12.2.9 Implementation Notes 368

www.pcltools.com

Wo9"S[001[0d" MMM



www.pcltools.com

Contents

12.3 Unresolved Issues and Challenges in TMN
12.3.1 Integration of Legacy Systems and Standard
TMN Solutions
12.3.2 Impact of Changes in Regulatory Environments
12.3.3 Integration of TMN Solutions for Different
Technologies
12.3.4 Automation
12.3.5 Information Model Differences
12.3.6 Protocol Differences
12.3.7 Language Independence
12.3.8 Platform Independence
12.3.9 Presentation Services/GUI
12.3.10 Standards Lag Solutions
12.3.11 TMN Solutions Are Not Open
12.3.12 Integrated Network Management for Computers,
Telecommunications, and Televisions
12.4 Future Trends
12.4.1 Focus on Standardization
12.4.2 Distributed Network Management
12.4.3 TMN Solutions on Windows-based Platforms
12.4.4 Increased Use of Object-oriented Paradigms
12.4.5 Integration of the Web and TMIN
12.5 Summary
12.6 References

Appendix A  How to Keep Up to Date and Procure the Latest
TMN Standards

Appendix B Important TMN and Network Management Standards
AppendIx C  Suggested Exercises

List of Acronyms

List of Trademarks

Index

www.pcltools.com

369

369
370

370
371
371
371
372
372
373
373
374

374
375
375
375
376
376
376
376
377

379

383

393

401

411

413

Wo9"S[001[0d" MMM



This page intentionally left blank.

www.pclitools.com

WO S|00)[0d" MAMM

www.pcltools.com



www.pcltools.com

PREFACE

The telecommunications industry is intensively competitive because of
liberalization and globalization of the telecommunications market. TMN
is growing in importance as a means to provide a competitive edge for
telecommunications service providers.

Although there is a large amount of material on TMN, unfortunately
there is no good book that covers broadly most aspects of TMN Lack of
treatment of various topics of TMN in a single book motivated me to
write this book.

This book focuses on how different standards relate to the TMN field.
I have avoided the TMN work based on vendor-sponsored “standards”
bodies and consortiums. Also, I have kept away from vendor-specific
products that can quickly become obsolete. The alliances formed by lead-
ing vendors change frequently, and giving much importance to them is
not appropriate while covering TMN in a general manner.

Objectives

To use this book, a certain amount of basic knowledge of computer net-
working and telecommunications is assumed, since there are many good
books on these two topics. Here I would like to mention that a smooth
and logical flow to many different TMN standards and protocols is main-
tained. I have also provided some insight into the issues of architecture
design, and implementation.

The rapid changes occurring in the computer and telecommunications
industry are also having their impact on TMN. For this reason, I include
discussions on some important topics such as CORBA, Java and the World
Wide Web. For those interested in these developing areas, the discussions
that center on these topics should lay the groundwork for further reading.

Comprehensive references are supplied at the end of each chapter. In
addition, several chapters end with a list of further reading materials to
enable the reader to further pursue a given topic. Also Appendix A con-
tains lists of important Web sites, and how to procure the pertinent stan-
dards. I have listed important and useful TMN standards in Appendix B.

xvii
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Preface

This should be a useful reference material and pointer to those who wish
to pursue further the subject matter covered in this book.

There are exercises for each chapter in Appendix C. Solving these should
enable the reader to get a firm grip on the topics discussed here. Some
exercises are complex and time consuming, suitable for independent study
courses. My primary objective for including the exercises is to cultivate the
spirit of innovation and to develop creative problem-solving skills.

Intended Audience

This is an introductory book with a wide range of TMN topics. It should
serve to generate a keen interest and gain a good depth on the subject of
TMN This book is intended for the following audience:

# Telecommunications industry professionals interested in TMIN.
Architects, designers and implementors of TMIN.

Computer professionals interested in TMN.

Undergraduate and graduate level TMN courses. TMN is sufficiently
mature and should become a part of computer science, electrical and
telecommunications courses.

How to Use the Book

This book has been logically organized. Those who know ASN1, BER,
GDMQ and M.3100 well may skip Chapters 5 and 6. Readers are encour-
aged to read Chapters 11 and 12 which cover many important and inter-
esting topics. Basic material and different versions of SNMP are covered in
Chapter 8 Those who are interested more in Internet Network Manage-
ment should refer to the RFCs listed in the chapter references, or to other
literature on Internet Network Management, found in the Further Read-
ing section of Chapter 8.

How the Book Is Organized

TMN is a vast area. Therefore it is difficult to cover all the aspects of TMIN
in a single book. So I have focused on the important areas of TMN in

www.pcltools.com
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Xix

order to provide a good insight into the subject. Those interested in spe-
cific details should consult the references listed at the end of each chapter
and in Appendix B. With these points in mind, we will cover TMN con-
cepts in Part 1, the TMN information model and TMN protocols in Part
2, and TMN applications in Part 3. See the following chart for an overview
of the structure of the book.

Telecommunications Management Network

Part 1: TMN Concepts

Chapter 1. TMN Overview

Chapter 2. TMN Architecture, Interfaces, OAM&P, and CNM

Chapter 3. TMN Management Services and TMN Functions

Part 2: TMN Information
Model and Protocols

Chapter 4. TMN Terms and Concepts

Chapter 5. Abstract Syntax and Transfer Syntax

Chapter 6. Structure of Management Information and TMN
Information Model

Chapter 7. ACSE, ROSE, CMISE, and CMIP

Chapter 8. Internet Network Management: SNMPv1, SNMPv2, and
SNMPv3

Part 3: TMN Applications

Chapter 9. Network Management for Mobile Communications

Chapter 10. Broadband Network Management

Chapter 11. Recent Trends: Distributed Network Management,
CORBA, Java, Web, and TMN

Chapter 12. Software Management Frameworks, TMN Challenges,

and Trends
Appendix A
How to Keep Up to Date and Procure the Latest TMN Standards
Appendix B
Important TMN and Network Management Standards
Appendix C

Suggested Exercises
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Preface

Part 1: TMN concepts. Part 1 is primarily devoted to introducing to
the topic of TMN. It forms the basis for understanding the other parts.

Chapter 1 contains an overview of basic TMN concepts. It begins by
defining TMN and exploring the evolution of TMIN. We furnish a brief
overview of standards bodies and consortiums that have an impact on
TMN and introduce the concept of managers and agents right in the
beginning, as it is an important concept in network management. Then
we look into different ITU-T TMN layers such as business management,
service management, network management, element management, and
network elements.

Chapter 2 basically covers functional architecture, physical architec-
ture, and information architecture. In this chapter, we look into TMIN
physical components such as the OS, DCN MD WS NE and QA; reference
points such as q, f, x, g, and m; and interfaces such as Qx, Q3, X, and E The
ANSI-defined operations, administration, maintenance, and provisioning
(OAM&P) category is useful as an insight into network management in
telecommunications area. This chapter ends with a brief introduction to
customer network management (CNM).

The topic of TMN management services and TMN functions is inter-
estingly quite different from data communication network management
and SMFAs. Chapter 3 is devoted to TMN management services and func-
tions.

Part 22 TMN information model and TMN protocols. Part 2 covers
how the equipment involved in resources in telecommunications networks
can be modeled as managed object classes. Equipment, along with the man-
aged objects that can be manipulated by managers, are modeled as network
elements. The manipulation of managed objects in NEs are performed by
managers using different management protocols. With these points as the
basis for our discussions, we cover the important standards used for mod-
eling and the management protocols such as CMIP and SNMP.

Chapter 4 discusses important TMN-related ITU-T terms such as man-
agement information hierarchies, object naming, scoping, filtering, MIBs,
and directories.

Chapter 5 concerns explanations of ASN.1 and BER.

Chapter 6 is devoted to the structure of management information
(GDMQ X.722). In this chapter, we discuss how to define managed object
classes, and also TMN-specific M.3100, the Generic Network Information
Model

In Chapter 7, we discuss at length the ITU-T management protocol
CMIP and ACSE.

www.pcltools.com
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In addition to the ITU-T management protocols, Internet management
protocols such as SNMPv1, SNMPv2, and SNMPv3 are also used in the
telecommunications industry. Chapter 8 is devoted to these protocols.
This chapter ends with a discussion of comparison of the CMIP and
SNMP.

Part 3: TMN applications. It is not enough to investigate information
modeling and management protocols. It is also necessary to determine
how these are being applied in real life. For this reason, we examine how
different TMN standards are applied in mobile communications, SONET,
SDH, and ATM. Part 3 also discusses the impact of CORBA, the World
Wide Web (WWW), and Java on TMN Also included are management
frameworks used in building managers, agents, and TMN applications.
No book on TMN would be complete without discussion of the chal-
lenges and trends in TMN.

Chapter 9 covers network management for mobile communications.
ANSI and GSM standards for management are important aspects of the
discussion.

Chapter 10 describes TMN for SDH, SONET, and ATM.

Recent advances in distributing network management are very appeal-
ing from the scalability aspect of network management solutions. So we
devote a good amount of discussion to distributed network management,
and to how we can incorporate CORBA in TMN solutions. Chapter 11 is
devoted to some of these important topics. Also, TMN solutions are being
influenced by advances in the Web and Java. These issues are covered in
detail in this chapter.

The last chapter is devoted to TMN topics such as object-oriented
toolkits and challenges in TMN. This chapter ends with a discussion of
how TMN is going to evolve in future.

There are continuous changes and advances in the TMN area. It is
essential to keep up to date. The amount of knowledge update required
by professionals can be daunting. So there is a need for access to the latest
material on TMN and other significant areas. This is the primary moti-
vation for including this information in Appendix A.

Appendix B contains a list of important TMN documents for easy ref-
erence.

Appendix C provides suggested exercises for each chapter to aid in
achieving a better understanding of the material presented in this book.
There are also some challenging exercises that may be used for indepen-
dent study courses on TMIN.
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Part 1: TMN Concepts

1.1 Introduction

The telecommunications management network (TMN) concept has be-
come vital to the survival of telecommunications service providers because
of competitive pressures. In many nations, deregulation and globalization
have dramatically changed how telecommunications service providers
operate. Many service providers, who were protected with complex regu-
lations, realize all of a sudden that they have to face competition for con-
sistent and better service at a reduced cost.

In addition to the pressures of deregulation and globalization, demand
for transfer of a variety of digital data including voice and video has
increased bandwidth requirements. Also, the telecommunications net-
works have to integrate computer networks of different configurations.
Internet services are also having their impact in the telecommunications
arena. The days of video and Internet phones are almost here.

To meet these new requirements of being able to carry different kinds
of data at a faster rate, new technologies and improvements to the exist-
ing technologies and protocols are being introduced. Examples of some of
the new technologies are the different kinds of digital subscriber line
(DSL) technologies. Though standards for synchronous optical network
(SONET), synchronous digital hierarchy (SDH), and asynchronous trans-
fer mode (ATM) are well established, implementations are at varying
stages. So, in many cases, the migration from plain old telephone service
(POTS) has to be realized quickly by telecommunications service providers.

Different services and technologies over diverse telecommunications
and computer networks make the management problem a huge ordeal. As
a result, TMN becomes very critical for the success of the operation of
these telecommunications and computer services.

1.2 Evolution of TMN

TMN has an expanding role when telecommunications, computers, and
television are merging In addition, in the telecommunications arena
itself, more and more services are being added to the traditional telephone
services offered by telephone service providers. As a result, equipment
involved in providing telecommunications services is expanding and is
also becoming more complex. The ability to deliver voice video, and data
at higher speeds is also becoming a critical requirement.
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In addition, fiber optics and wireless communications have added their
own complexity and speeds quite different from that of POTS. These
days, and in the future, telecommunication switches have to handle a vari-
ety of equipment and data instead of only voice.

This complex and diverse equipment makes controlling networks and
resources quite a daunting task. So TMN has been gaining ground as a
panacea to solve problems involved in carrying different kinds of data at
different data rates with different levels of equipment sophistication.

In the early days, network management in the telecommunications
industry was mostly proprietary. These proprietary solutions were good
enough for the limited services and limited geographical coverage of
telecommunications service providers. Because of the regulatory and pro-
tected environments, telecommunications service providers could afford
to take their time in implementing new technologies. They could control
the introduction and implementation of technological solutions. How-
ever, in many nations, led by the United States, deregulation has changed
the scenario. This has introduced fierce competition among telecommu-
nications service providers.

In addition, deregulation has also provided the impetus to major
telecommunications service providers to expand their area of opera-
tions. This has led them to look beyond their own national borders.
This tendency toward globalization has also increased competition.
Competition is becoming fierce in the area of services provided. As an
example, many telecommunications service providers are offering addi-
tional services such as Internet access in addition to telephone services.
We are also witnessing a mushrooming of different services such as
wireless and paging services.

These illustrations show that there has been a major paradigm shift in
the telecommunications industry. Proprictary network management so-
lutions are limited in their ability to meet the challenges of this paradigm
shift. Proprietary network management cannot provide interoperability
between diverse technologies and network management solutions. This
has made the need for standard network management solutions vital
and urgent. Some proprietary network management systems can also be
grouped under the classification of legacy systems.

However, the legacy network management systems add another prob-
lem in providing network management solutions. A high degree of invest-
ment has been made in these legacy solutions. It is difficult to discard
solutions that have been working and in which heavy investments were
made. This necessitates that legacy systems coexist with the new standard
network management solutions.
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1.3 What Is TMN?

In the telecommunications industry, TMN is a loosely used term that
covers all kinds of network management solutions. However, in the strict
sense, TMN refers only to network management solutions that satisfy and
conform to the network management standards of the International
Telecommunications Union-Telephony (ITU-T).

TMN specifies a layered architecture for management of telecommu-
nications networks. TMN is concerned with the monitoring, control, and
coordination of resources in telecommunications networks. Resources are
components of a system that provides services. These resources can be
equipment, software, hardware, or customers. The telecommunications
networks include the advanced intelligent networks (AIN) as well. Some
of the TMN functions are:

Remote management of system components and the different hard-
ware and software involved in the transmission of voice video,
graphic images, Internet data, and others.

Providing easy interface and easy interaction with customers to con-
figure and request the required services. The interface with customers
has to take into account the different skill levels of end users or cus-
tomers.

Providing increasing automation to rectify problems concerning the
resources involved and end users. Automation also includes self-healing
and self-correction in networks.

Achieving seamless integration and management of legacy equip-
ment and protocols in different networks with the new equipment
and protocols. This is very vital in regards to the new vistas being
continuously unfolded by the telecommunications industry.

Telecommunications network components encompass the whole range
of equipment involved in our telephone lines. Some of the components
are as follows:

Remote digital terminals

Public and private networks, including mobile networks

Transmission terminals

Transmission systems
Operations systems and their peripherals
Digital and analog exchanges
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Area networks

Intelligent networks

Circuit and packet-switched networks

Signaling terminals and systems

# Bearer services and teleservices
Switching equipment

Routers and gateways

In addition to the hardware, software is used to enhance the function-
ality of telecommunications equipment. This software has also to be
managed. In this category, we can also add software applications. TMN
applications themselves also need to be managed to function properly.
Services provided to users include resource and service provisioning.

The role of TMN is not static and is evolving to meet new customer
requirements for services and the equipment used to provide these ser-
vices. As an example, in the early days telephone services covered only the
transmission of voice data and provision of telephone service. However,
these days there is a need for the same telephone lines or wireless services
to carry voice, digital data, videg and Internet and intranet data.

To cater to the requirements of faster data, there are established proto-
cols such as ATM, SDH, and SONET, and different DSL technologies are
emerging. So TMN has to cover these new protocols and technologies as
well.

1.4 TMN Standards Bodies

Having stated that TMN solutions follow ITU-T standards, let us look
into the standards bodies that have an impact on TMN

The International Organization for Standardization (ISO) defines a
standard this way: “Standards are documented agreements containing
technical specifications or other precise criteria to be used consistently as
rules, guidelines, or definitions of characteristics, to ensure that materials,
products, processes and services are fit for their purpose.”

There are different types of standards. When discussing industry
standards, there are primarily two types. One is a de facto industry stan-
dard and the other is a formal standard When a large segment of the user
population accepts or a majority of vendors use the same technical spec-
ifications, then these technical specifications are termed de facto industry

www.pcltools.com

Wo9"S[001[0d" MMM



www.pcltools.com

Part 1: TMN Concepts

standards. These de facto industry standards are the result of prominent
players in an industry forming cooperative bodies and introducing
products that conform to the guidelines developed by the standards
bodies.

Formal standards are the result of the work of international, regional, or
national standards bodies. In many cases, there is a close cooperation
between these standards bodies. Also international and regional bodies
are members of national standards bodies. This is done deliberately to fos-
ter cooperation between these bodies. The International Telecommunica-
tions Union (ITU) and the ISO are examples of international standards
organizations. The American National Standards Institute (ANSI) is an
example of a national standards organization.

The International Electrotechnical Commission (IEC) was founded in
1906. The IEC did some pioneering work in electrotechnical standardiza-
tion and currently oversees electrical and electronic engineering stan-
dardization. The ISO came into existence in 1947 and comprises many
international organizations and governmental and nongovernmental
agencies. The 1SO works closely with the IEC. A joint ISO/IEC technical
committee, JTC1, addresses standardization related to the information
technology field. In the systems management arena, the ISO and IEC have
published many standards that are accepted in the computer and telecom-
munications industry.

The ITU has its headquarters in Geneva, Switzerland and has been a
specialized branch of United Nations (UN) since 1947. Its telecommuni-
cations standardization sector, known as ITU-T, was previously called the
International Telephone and Telegraph Consultative Committee (CCITT).
The ITU-T publishes standards on global telecommunications networks
and services. ITU-T recommendations are areas of primary interest in
TMN.

TMN standards are broadly divided into generic and technology/service
specific areas. Generic standards are applicable to more than one technol-
ogy or service. These are covered by the ISO and IEC. These generic
ISO/IEC standards are also accepted by the ITU-T. As an example, ISO/IEC
10165-4, Guidelines for the Definition of Managed Objects (GDMO), is
also known as ITU-T X722 However, there are many TMN-related spe-
cific standards and these are the result of ITU-T work on telecommuni-
cations standards.

The European Telecommunications Standards Institute (ETSI) is a
European standards organization operating under a system of technical
subcommittees. One of the subcommittees, NA4, is responsible for the
network architecture, operations, and maintenance principles and perfor-
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mance. Another subcommittee, ETSI TM2, is active in traffic manage-
ment. ETSI NA4 focuses on TMN standards activity and provides input to
the ITU-T. ETSI's Global System for Mobile Communications (GSM) stan-
dards are widely accepted TMN standards for wireless communication
and are followed in many European countries.

In the United States the Telecommunications Industry Association
(TTIA) and the Electronic Industry Association (EIA) together develop
telecommunications standards. Their standards are adapted by ANS] the
standards body in the United States. T1 is the ANSI-accredited committee
for developing standards for the telecommunications industry. TIM1 is the
subcommittee within T1 devoted to TMN standardization. TIM1 basi-
cally adopts the ITU-T standards wherever they are available. In areas where
ITU-T standards are not available T1M1 provides input to the ITU-T.

In Japan, telecommunications standardization activities are carried out
by the Telecommunications Technology Council and the Telecommuni-
cations Technical Committee. The Telecommunications Technology
Council has a TMN working group and provides input to the ITU-T. The
Telecommunications Technical Committee is responsible for publishing
Japanese telecommunications standards and has a working group that
covers relevant TMN standards that are applicable to Japan.

In the Internet arena, the Internet Activities Board (IAB) broadly
guides Internet standards activities. The Internet Engineering Task Force
(IETF) is a subgroup of the IAB and is responsible for the development of
protocols and standardization activities related to the Internet. From a
network management perspective, the development of Simple Network
Management Protocol Version 1 (SNMPv1). SNMPv2 and SNMPv3 man-
agement protocols is one of the important contributions of the IETE

In addition to the national and international standards bodies just
mentioned, there are many vendor-based consortiums. These consor-
tiums also have significant impact on TMN The TeleManagement
Forum is one such body. The TeleManagement Forum is a global consor-
tium of over 210 leading service providers and suppliers, with a promi-
nent role in the implementation of OSI and TMN standards. The
TeleManagement Forum has different OMNIPoint releases. Each OMNI-
Point release is devoted to guiding the specific needs of network man-
agement implementations. Each release explains standards and includes
software development tools and implementation and procurement
guides.

The Object Management Group (OMG), a nonprofit organization
founded in 1989, is another industrial consortium with over 800 mem-
bers. The OMG's charter is to develop technically feasible commercially
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viable, and vendor-independent specifications for the software industry.
Its primary focus is on object-oriented software. One of its significant
contributions has been the development of technical specifications for
Common Object Request Broker Architecture (CORBA). The OMG is
also very active in the object-oriented database field.

The ATM Forum is an international consortium with over 700 mem-
bers. It is devoted to accelerating the implementation of ATM products
and services by bringing out common ATM-related standards. Its specifi-
cations are quite popular in the ATM industry.

There are many other important consortiums such as the Desktop
Management Task Force (DMTF). The DMTF is devoted to the develop-
ment, support, and maintenance of management standards for desktop
computers and products. It was started in 1992 by some of the PC indus-
try leaders. Now the DMTF includes most of the computer industry
leaders.

The Telecommunications Information Technology Networking Arch-
itecture Consortium (TINA-C) started its activities in 1992. TINA-C is
composed of telecommunications network operators, telecommunica-
tions service providers, telecommunications hardware and software ven-
dors, and telecommunications research organizations. NTT, Bellcore, and
British Telecom are the founder members of TINA-C. The primary
objective of TINA-C is to reduce the cost of introducing new telecom-
munications network information infrastructures and services in a mul-
tiplayer and multivendor environment.

In addition, there are organizations such as Bellcore that are actively
involved in telecommunications standardization. Because of the history
of Bellcore many Bell companies in the United States follow Bellcore doc-
uments.

At this juncture a note of caution and some explanation are appropri-
ate. In addition to the standards bodies, consortiums, and industry groups
just mentioned, there are many organizations, consortiums, and bodies
that tout their work as standards-based. We will not cover the work done
by these bodies. In many cases the work of some of the consortiums does
not have much impact in the TMN arena in the long run. Besides, some
industry-formed bodies and consortiums do not command much respect
in the telecommunications industry due to the short span of their exis-
tence and shifting allegiances. In some cases, proprietary standards are
also touted as “industry standards” Taking these factors into considera-
tion, we prefer to exclude many such consortiums and bodies altogether.
Where it is absolutely essential, we have made only passing references to
them.
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1.5 Network Management, Systems
Management, and TMN

Even the terms used in network management are not uniform. Different
vendors and standard bodies use different terms to refer to similar activi-
ties. In the Internet arena, the term network management is popularly used.
The Institute of Electrical and Electronics Engineers (IEEE) uses network
management liberally to apply to the standards it publishes on layer man-
agement. The OSI and IBM use the term systems management in these cases.

Many network management functions are covered in TMN In one
sense, network management and TMN both mean the management of
networks and services. However, in the case of TMN the focus is on the
telecommunications network, equipment, and services provided to cus-
tomers. In addition, in the TMN world the standards bodies have more
impact and the telephone carriers have to satisfy strict national and inter-
national regulations. So most of the TMN tools, by and large, follow one
form of standards or other. We say “by and large” because in the vastly
expanding mobile communications arena, many vendors in the United
States have their own proprietary protocols. Some in the United States fol-
low the Bellcore documents, whereas many European nations follow the
GSM standards.

In the telecommunications industry, end user configurations and ser-
vices are also included as a part of TMN So we have terms such as service and
resource provisioning that are not found in data communication network
management. We will look into the details of provisioning in Chapter 3.

1.6 Systems Management
Functional Areas

In the OSI systems management arena, systems management functional areas
(SMFAs) is a very frequently used term. The overall systems management
function is broken down into easily distinguishable smaller network
management functions. This breakup of systems management functions
into SMFAs is done by OSI. The SMFAs are configuration management,
fault management, performance management, accounting management,
and security management.

Let us look into what each of these SMFAs mean. Configuration man-
agement is used to locate resources, including failed ones, and also to
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keep track of the resources and their details. Primarily, configuration
management provides the support services to keep the systems and
resources operational. It is necessary to clarify what is meant by con-
figuration management. Sometimes, this term is synonymous with
configuring equipment. In the systems management and TMN sense,
configuration management is not the same as configuring equipment.
Configuration management covers areas such as view management,
topology management, software management, inventory management,
and provisioning.

Fault management primarily covers the detection, isolation by analysis,
and correction of unusual operational behaviors of telecommunications
network and its environment. These unusual operational behaviors include
conditions such as deterioration of service or error situations. Effective fault
management may require that errors be logged in a database. Broadly, fault
management covers areas such as problem reporting and detection, prob-
lem diagnosis, problem correction, and problem tracking. Trouble ticket
application is one of the popular applications for problem tracking

Performance management covers performance data collection, analysis of
performance data, reporting of problems, and display and formatting of
performance data. Performance management is also concerned with the
behavior and evaluation of the effectiveness of resources.

Accounting management covers the usage of resources, controlled collec-
tion of data, and charging for the usage of these resources. The process of
charging for the usage of resources is also known as billing

Security management functions cover areas such as detecting security vio-
lations; tracking and reporting security violations; and creating, deleting,
and maintaining security-related services such as encryption, key man-
agement, and access control. Distributing passwords and secret keys to
bring up systems is also a function of security management.

For more details on these SMFAs, refer to Reference 1.1.

1.7 Managed Object, Managed
Object Class, and Management
Information Model

Managed object (MO), managed object class(MOC), and management information
model are commonly used terms in network management. So it is best to

introduce these terms at the beginning to get a better understanding of top-
ics we are going to discuss. We will revisit these terms in detail in Chapter 6.
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1.7.1 Managed Object

The data communication or TMN resources provide services. A printer,
digital cross-connect, PBX, or line card within a PBX is a resource. A
resource may be physical or logical. A printer is an example of a physical
resource; application programs, log files, and network services are examples
of logical resources.

The conceptual view of a resource that can be managed is known as a
managed object. In other words, in order for a resource to be managed, it
must be represented as a managed object. Sometimes, a managed object is
also referred to as a managed object instance. A resource may be physical,
such as a card in a circuit pack, or logical, such as a cross-connection map.
circuitPackCard1 is an example of a managed object.

There need not be one-to-one mapping between a resource and a man-
aged object. A resource may be modeled by more than one managed
object. In this case, each managed object represents a different abstract
view of a managed object. A managed object may also represent a rela-
tionship between different resources, as in the case of a network.

A managed object is defined by the following characteristics (Figure 1-1):

Attribute: This refers to the properties of a managed object. A man-
aged object can have one or more attributes. In the definition of a
network managed object class (M.3100), networklId is an attribute. The
type of printer—for example, dot matrix, laser jet, or laser printer—
can be one of the properties; therefore, printerType is another exam-
ple of an attribute. An attribute has one or more values.

Operation: This is a set of activities performed on a managed object
or one or more attributes to achieve a network management action.
Create an object and Get an attribute value are operations. Get the
value of networkId attribute of network managed object class is an
example of an operation.

Notification: This is an unsolicited message that contains details
including why a notification has occurred, where it occurred, and for
whom the notification is intended.

Behavior:  'When the characteristics of a2 managed object such as
attributes, operations, and notifications are defined, there must be a
way to express their semantics and how they are related. This is done
by behavior. Behavior is a text description.

Between a managed object and a resource, we perceive a conceptual
boundary known as a managed object boundary (Figure 1.1). At this bound-
ary, the characteristics of a managed object, such as attributes, operations,
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and notifications, are visible for management purposes. Items inside the
managed object boundary pertaining to a resource are not needed for
management purposes.

1.7.2 Managed Object Class

The common management characteristics of a group of managed objects
are collected together in a managed object class. In TMN, the managed
object classes are defined using principles involved in Management Infor-
mation Model (X.720/ISO 10165-1), the templates provided in guidelines
for the definition of managed objects (GDMO) (X.722/1SO 10165-4), and
abstract syntax notation 1 (ASN.1) (X.208/ISO 8824). Separate chapters are
devoted to ASN1 (Chapter 5) and the GDMO and management informa-
tion model (Chapter 6).

Of course, we have similar information models for Internet network
management. However, we use the structure of management information
(SMT) for defining the managed object classes. Notice that the information
models for SNMPv2 and SNMPv3 extend the management information
model for SNMPvl1.
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The process of creating a managed object according to rules is known
as instantiation. As an example if circuitPackCard is a2 managed object
class, circuitPackCardl is a managed object instance or a managed object
of the circuitPackCard managed object class. A managed object class is
defined in terms of attributes, notifications, operations, and behaviors.
Each managed object has a unique name to identify it.

We will look in detail on the topic of managed object class in Chapter 6.

1.7.3 Information Model

A set of managed objects and the manner in which these managed
objects are related to one another is known as an information model The
relationship between managed objects is depicted by inheritance hierar-
chy and containment hierarchy. We will look into what inheritance hier-
archy and containment hierarchy mean in Chapter 4. Information
models can be of two types:

Generic Information Model:  The standard objects are gathered in this
model. Of course, this model does not include all standard objects,
only those required for a specific implementation.

Specific Information Model: An interface definition includes a protocol
stack (for example an OSI seven-layer stack) and an information model
supported by the interface. There are different types of interfaces
depending upon the application. Q3 (Chapter 2, Section 23.3) is an
example of an interface. The specific information model is a subset of
the generic information model.

1.8 Manager, Agent, and
Management Information

Managers and agents are very important basic concepts in network man-
agement and TMN. Because manager and agent concepts are important
topics and are needed for discussion later on, we have introduced these
terms in this introductory chapter. The interaction of managers and
agents is shown in Figure 1-2.

A manager plays a key role in the monitoring and controlling of dif-
ferent agents in its span of control. Agents, in turn, interpret the com-
mands sent from managers. Managers and agents communicate by
exchanging management information as shown in Figure 12 The
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Figure 1-2
Manager, agent,
and management
information.

Part 1: TMN Concepts

Management Information
Manager < > Agent

exchange of management information between manager and agents can
be done either by passing messages between them or by an object-
oriented approach.

In the telecommunications industry, message-based exchange of man-
agement information uses Transaction Language 1 (TL1) developed by Bell-
core in North America, or ITU-T Recommendation Z.300, Man Machine
Language (MML). TL1 consists of ASCII string-based message sets for appli-
cations such as alarm reporting, performance monitoring, testing, and pro-
visioning TL1 has commands, responses to commands, and autonomous
notifications for exchange of management information between manager
and agents. As the TL1-based systems are slowly being replaced by the
object-oriented approach, we will not deal with TL1 any further. The TL1-
based systems are being relegated to the legacy systems. For more informa-
tion on TL1, refer to Reference 1.2

TMN and data communication networks use the object-oriented
approach for representing resources and exchanging management infor-
mation between managers and agents (Figure 1-3).

A manager may have different SMFAs. As an example, one manager may
have a configuration management application and another may have a fault
management application running. However, for these network management
applications to run, data must be collected. To collect the data for, say, con-
figuration management, a manager sends commands or operations to
agent(s) to collect it. In return, the manager receives replies to its commands.
In between, if something goes wrong in the agent, the manager may get
notifications. Thus the managers interpret the management protocols and
convert them into useful network management functions in SMFAs.

The commands sent from a manager are interpreted by agents and are
sent to managed objects. These managed objects have the inherent intelli-
gence to act on the basis of commands received. They send replies to agents,
and the agents dispatch the replies to one or more appropriate managers.
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Figure 1-3

Manager and agent relationship.

Sometimes agents may receive notifications from managed objects. As
an example, when a threshold has been crossed, one of the managed
objects may send a notificati